HInunonckue ragxkersl or AHB

Cpenu 10OKyMEHTOB OIyOJIMKOBAaHHBIX DaBapioM CHOYACHOM, OBIBIIMM cOTpyaHUKOM [[PY u
ArenTtcTBa HanmoHanbHOU Oe3onacHocTu CIIA, ObpuTH 0OHAPYKEHBI MATEPHAIBI OTIMCHIBAIOIIIE
HEKOTOpPHIE JE€TaIM TEXHOJIOTUN MIMHOHaXa ucnoybdyeMmblix AHB. Cniucok nporpaMMHBIX U
anmapaTHBIX CpeaCTB oopmIleH B BUAEC HEOOMBIIOrO KaTajgora. Bcero copok BOCeMb CTpaHUI]
oT™MeueHHBIX rpudamu «CekpeTHo» U «COBEPIICHHO CEKPETHO», HA KOTOPHIX JaHO KPaTKOe
ONMCAaHUE TOW WIM MHOM TEXHOJIOTUU JJISl CIEKKU. JJaHHBIN CIIMCOK HE SBIIAECTCS
ycyepnbiBarouM. [IpencraBiieHbl TEXHUKU CBA3aHHBIE C ITOJIYYEHUEM CKPBITOTO J0CTYyNa K
BBIYHCIUTEIFHON TEXHUKE M CETSAM, a TAK)KE CIIOCOOBI M YCTPONCTBA PaIHOdIeKTPOHHON
pa3BellKH CBsSI3aHHBIE C MOOMIIBHOM CBSI3bI0 U 000pyJ0BaHME Ui HaOmoneHus. B aToit cratbe s
pacckaxy 00 ATHX METOoJlaX MIMHOHAXa, Janee OyIeT YEThIPE NI0KUHBI CIaiiI0B(0CTOPOKHO,

TpauK).

«OpurnHaIbp» TOKyMEHTOB € OIIUCAHUEM IINMHOHCKUX TEXHUK CIPATAHBI IO CIIOMIIEPHI.
Ha3zBanus texHonoruit 0003HayaroTCs 3arJiaBHBIMUA OyKBaMU, OJIHAKO HE JJISl BCEX YIOMSHYTHIX
TEXHOJIOTHI B TEKCTaX CJIaliJIOB UMEETCs OMucaHue. AnmapaTHOM 3aKIIa KO SBISIETCA CKPBITOE
TEXHUYECKOE MPHUCIIOCOOIEHHE, CBOETO PO/ia )KYUOK, KOTOPBIN MO3BOJISET MOIYYUTh JOCTYH K
LIEJIM WIK CBeIeHMs O Hel. [lox mporpaMMHOM 3aKiIaiKoi MIOHUMAKOTCS CKPBITBIE TPOTrPaMMBI,
MO3BOJISIOIIME TTOJYYUTh TOCTYT K L€ IPOrpaMMHBIM CLIOCOOOM, KaK, HaIpuMep, pU
MOMOIIH TPOSHCKUX KOHEH U 03KI0POB.



Kommnsrorepsl

GINSU — texHuka mo3BOJISIOIIAsi BOCCTAHOBUTH MTPOTPAMMHYIO 3aKJIa/IKy MOJ] Ha3BaHUEM
KONGUR Ha neneBbix cuctemax c¢ anmnapatHoil 3akinagkoi BULLDOZZER na PCI-mune.
Hampumep, B citydae 0OHOBJICHHS WJIH ITEPEYCTAHOBKHU ONEPAIIHIOHHON CHCTEMBI Ha I[EJICBOM
KoMmmbioTepe. JlaHHbIe TEXHOIOTUN TIPeIHA3HAYCHBI AJIs TOJyYeHHUs yIaJeHHOTO JOCTyTa K
KOMITbIOTEpY 10/ ynpasiernneM Windows ot 9x mo Vista.

TOP SECRET/COMINT/REL TO USA, FVEY

GINSU

ANT Product Data

(TS//SIIREL) GINSU provides software application persistence for the CNE implant, 06/20/08
KONGUR, on target systems with the PCI bus hardware implant, BULLDOZER.

KOMNGUR-Implanted
Computer on Netwerk ‘B

&

|
Fieid - (]])
Metwork [ KONGUR-imglanted
@ () Compuier on Metwork ‘A ...
W il .

Transmatter |

BULLDOZER-mplantad
OMNIGAT Receiver CompulEron N;“:{:ﬂ a . . . . .
(TSHSIIREL) GINSU Extended Concept of Operations . . . .

(TSHSIREL) This technique supports any desktop PC system that contains at least . . .

one PCI connector (for BULLDOZER installation) and Microsoft Windows 9x, 2000, ..
2003, XP, or Vista.

(TS/ISIHIREL) Through interdiction, BULLDOZER is installed in the target system as
a PCI bus hardware implant. After fielding, if KONGUR is removed from the system
as a result of an operating system upgrade or reinstall, GINSU can be set to trigger
on the next reboot of the system to restore the software implant.

Status: Released f Deployed. Ready for Unit Cost: $0
Immediate Delivery

POC: _ 532221, - - @nsa.ic.gov Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY



IRATEMONK mno3BossieT 00ecneunTs MPUCYyTCTBUAE TPOTPAMMHOTO 00ECTICUSHHS JUIS CIICKKH
Ha HACTOJIBHBIX U NOPTAaTUBHBIX KOMIIBIOTEPAX C MOMOIIBIO 3aKJIAJJKH B IIPOLIMBKE )KECTKOTO
JIMCKA, KOTOPasi O3BOJISIET MOJYYUTh BO3MOKHOCTD UCITOJIHEHUS CBOETO KOJa IIyTEM 3aMELICHUS
MBR. Meton pabortaeT Ha paznuuHbix quckax Western Digital, Seagate, Maxtor u Samsung. 13
dainoBeix cuctem noaaepxkuaroTcss FAT, NTFS, EXT3 u UFS. Cucremsl ¢ RAID He
nojnepxxuBatorcs. [locne Baeapenuss IRATEMONK Oyaer 3amyckaTh cBOIO ()yHKIIMOHATIbHAS
YacTh IIPU KaXJAOM BKJIIOYEHUU LEIEBOT0 KOMIIBIOTEPA.

TOP SECRET/COMINT/REL TO USA, FVEY

IRATEMONK
ANT Product Data

(TSHSI/REL) IRATEMONK provides software application persistence on desktop
and laptop computers by implanting the hard drive firmware to gain execution 06/20/08
through Master Boot Record (MBR) substitution.

SLICKERVICAR
TN, WISTRULTOLL

RETURNSPRING

SERLIMJ
)

Requests and QIaNED 7 TUNING FORK
.'I Approvals !
N I J
<
B 3
RA&T Analyst G Tﬂ e 556 . . .
ROC ' .
Target
Systems
UNITEDRAKE 3
UNITEDRAKE GUI Database - @ @
= Cale
—§ S g
UNITECRAKE Server l:@ . . . .
(TSISIREL) IRATEMONK Extended Concept of Operations . . .
(TS/ISIIREL) This technique supports systems without RAID hardware that boot . .

from a variety of Western Digital, Seagate, Maxtor, and Samsung hard drives. The
supported file systems are: FAT, NTFS, EXT3 and UFS.

(TSHSI/REL) Through remote access or interdiction, UNITEDRAKE, or
STRAITBAZZARE are used in conjunction with SLICKERVICAR to upload the hard
drive firmware onto the target machine to implant IRATEMONK and its payload (the
implant installer). Once implanted, IRATEMONK's frequency of execution (dropping
the payload) is configurable and will occur when the target machine powers on.

Status: Released f Deployed. Ready for Unit Cost: $0
Immediate Delivery

poc: [ s:2221. I .- o oo Derived From: NSAICSSM 1-52

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY



SWAP no3Bossier o0ecrieqnTh NPUCYTCTBUE MPOTPaMMHOT0 00ecTIeueH s ISl IIITMOHAXKa 3a
cuet ucnonpzoBanusd BIOS marepunckoii minatel 1 HPA obnactu sxecTkoro aucka myteMm
UCIIOJTHEHUS KOJ1a 10 3aIlyCKa OlepaliMoHHON cucTeMbl. JaHHas 3aKiaka Mo3BOJIAET OMYyUUTh
yIaJEeHHBINA JOCTYH K pa3auyHbIM ornepanuoHHbiM cucremam(Windows, FreeBSD, Linux,
Solaris) ¢ pasnmuuabiMu daittoBeivMu cuctemMamMu(FAT32, NTFS, EXT2, EXT3, UFS 1.0). Ins
ycTaHOBKH Hcnionb3yroTes ase yTuiauTsel: ARKSTREAM nepenpommsaer BIOS,
TWISTEDKILT 3amuceiBact B HPA ob6nacts nucka SWAP u ero GpyHKIIMOHAIBHAS YacTh.

TOP SECRET//COMINT//REL TO USA, FVEY

SWAP
ANT Product Data

(TS/ISI/REL) SWAP provides software application persistence by exploiting the
motherboard BIOS and the hard drive's Host Protected Area to gain periodic 06/20/08

execution before the Operating System loads. |

@ |
RET Analyst
Wargets ()

- ARKSTREAM .
\\L,/‘ TUNING FORK

Post Processing . . .
SMNEAKERNET . . . .

Target

g Systems . . . . .
Interactive OPCnnsahe ) . . . .

(TSIISIIREL) SWAP Extended Concept of Operations . . .

(TS/ISI/IREL) This technique supporis single or multi-processor systems running . .
Windows, Linux, FreeBSD, or Solaris with the following file systems: FAT32, NTFS,
EXT2, EXT3, or UFS 1.0.

(TSHSI/REL) Through remote access or interdiction, ARKSTREAM is used to re-
flash the BIOS and TWISTEDKILT to write the Host Protected Area on the hard
drive on a target machine in order to implant SWAP and its payload (the implant
installer). Once implanted, SWAP's frequency of execution (dropping the payload) is
configurable and will occur when the target machine powers on.

Status: Released / Deployed. Ready for Unit Cost: 30
Immediate Delivery

POC: _ saz2z21, N W sc c.oov Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassity On: 20320108

TOP SECRET//COMINT/REL TO USA, FVEY



WISTFULTOLL — ato nnarus k nporpammaM UNITEDRAKE u STRAITBIZZARE nns
cbopa nHpOpMaLIMHU Ha 1IeJIEBOM cUcTeMe, UCIOJb3yeT BbI30BbI WMI 1 3amucu peectpa.
Bo3MoskHa paboTa B KauecTBe CaMOCTOSATENIbHOU porpamMMel. [Tpu Hanmmunn pu3zndaeckoro
JOCTYTIa K CUCTEME MOXKET MPOU3BOAUTH COPOC MOTYUYEHHBIX B X0/I€ aHaIM3a JaHHbIX Ha USB-
HAKOIUTEIb.

TOP SECRET//COMINT//REL TO USA, FVEY

WISTFULTOLL
ANT Product Data

(TSHSI/REL) WISTFULTOLL is a UNITEDRAKE and STRAITBIZZARE plug-in
used for harvesting and returning forensic information from a target using Windows 06/20/08
Management Instrumentation (WMI) calls and Registry extractions. |

> WISTFULTOLL

RETURNSPRING

OIM 7 IMSQ TUNING FORK

SEAGULLFARO

FAT hnatyst ROC Ticks! System 56 . . .
e "ol
Target
Systems . . . . .
UNITEDRAKE ' @ @
UNITEDRAKE GUI Database 7 Intermet . . . .
Cale
~—f S g
UNITEDRAKE Server -' . . . .
] L3
(TSIISIIREL) WISTFULTOLL Extended Concept of Operations . . .
(TS/ISIHIREL) This plug-in supports systems running Microsoft Windows 2000, . .
2003, and XP.

(TS/ISIHIREL) Through remote access or interdiction, WISTFULLTOLL is executed
as either a UNITEDRAKE or STRAITBAZZARE plug-in or as a stand-alone
executable. If used remotely, the extracted information is sent back to NSA through
UNITEDRAKE or STRAITBAZZARE. Execution via interdiction may be
accomplished by non-technical operator though use of a USB thumb drive, where
extracted information will be saved to that thumb drive.

Status: Released / Deployed. Ready for Unit Cost: 30
Immediate Delivery

Poc: I <3222 I 2. c.oov Derived From: NSAICSSM 152

Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT/REL TO USA, FVEY

HOWLERMONKEY mnpeacrapisieT co0oii paaronepeaTank Majaoro U CpeTHETO paauyca.
SBasieTcs crienuanbHOM PaIuOMOIYJIEM TSl APYTUX allllapaTHBIX 3akiaaokK. Mcnonb3yercs s
MOJIYYCHHA JaHHBIX OT 3aKJIaI0K U MPEAOCTABIICHUA Y AAJICHHOI'O JOCTYIIa K HUM.



TOP SECRET//COMINT/REL TO USA, FVEY

HOWLERMONKEY
ANT Product Data

(TSISHIREL) HOWLERMONKEY is a custom Short to Medium Range Implant RF

Transceiver. It is used in conjunction with a digital core to provide a complete 08/05/08
implant. |
I

HOWLERMONKEY -

SUTURESAILO HOWLERMONEKEY - YELLOWPIN

i
AT

1.23"(321.25 mm) 2" (50.8 mm) x 0.45" (11.5 mm)
% 0.48" (12.2 mm)

Lx

(Actual Size)

HOWLERMOMNKEY - HOWLERMONEKEY -
SUTURESAILOR FIREWALK . ..

oo R 0ol

1.20" (30.5 mm) Ry . . . . .
LR e 06 (16 M)
(TSHSIIREL) HOWLERMONKEY is a COTS-based transceiver designed to be . . . .
compatible with CONJECTURE/SPECULATION networks and STRIKEZONE
devices running a HOWLERMONKEY personality. PCB layouts are tailored to
individual implant space requirements and can vary greatly in form factor. . . .

Implant 1 Implant 2

Digital Core Digtal Core | Jarget
HOWLERMONKEY LHOWLERMONKEY ——————
Transceiver Transceiver _—
Status: Available — Delivery 3 months Unit Cost: 40 units: $750/ each
25 units: $1,000/ each
Ppoc: . 322 D - oo Derived From: NSA/CSSM 1-52
ALT POC: I, s:223, . I - .oV Patad; Shymis

Declassily On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY



JUNIORMINT muHHaTIOpHAs anmapartHas 3aKiaaka Ha 6aze ARM-cucteMbl, KOTOpast MOXKeET
OBbITh CKOH(UTYpUpPOBaHa /Ui Pa3IUYHBIX 3a1a4. Hanpumep, Takas cucreMa MOXeT ObITh
YacThIO IPYTUX YCTPOMCTB JiIs mnuoHaxka. O0aafaer cielyoluMH XapaKTepUCTUKAMU:
nporneccop ARM9 400MHz, ¢premr 32MB, SDRAM 64MB, TTJIMC Vertex4/5 ocHamienHas
128MB DDR2.

TOP SECRET//COMINT//REL TO USA, FVEY

JUNIORMINT
ANT Product Data

(TSHSIIREL) JUNIORMINT is a digital core packaged in both a mini Printed Circuit Board

(PCB), to be used in typical concealments, and a miniaturized Flip Chip Module (FCM), to 08/05/08
be used in implants with size constraining concealments. |
(TSHSIIREL) JUNIORMINT uses the TAO standard implant architecture. The architecture !
provides a robust, reconfigurable, standard digital platform resulting in a dramatic performance
improvement over the obsolete HC12 microcontroller based designs. A mini Printed Circuit
Board (PCB) using packaged parts will be developed and will be available as the standard
platform for applications requiring a digital core. The ultra-miniature Flip Chip Module (FCM)
will be available for challenging concealments. Both will contain an ARM9 microcontroller,
FPGA, Flash, SDRAM and DDR2Z memories.
uController Flash SDRAM FPGA DDR2
ARM 9 MT48H16M32LF XCAVLX25 MTATHE4M16
400 Mhz 42 MBytes 64 MBytes 10752 Slice 128 MBytes
3D Stack . . .
G4MB Component ....
-— Flash 160 X 22
¢ usn.R'r:I ARM9 "’1‘;3::';-’” . . . . .
¢ LISB > AT SAMBG2D
RMH:MH*M’ 400 MHz t .. ..
Ia] 1.0V core EBI
H 1LEV-3.3V 110 ....

SPI
.+....¢c.li.m:|.al.E>cnandN . . '
Flash | . .

Status: Availability — mini-PCB and Dev Board by April 2009
Availability = FCM by June 2010 Unit Cost: Available Upon Request

POC: I s322:, I - T eted: 20020008
ALT POC: I, 53223, I 2. ic.oov Eia Ay Ll ISR

TOP SECRET//COMINT//REL TO USA, FVEY

MAESTRO-II munnatiopHas anmaparHas 3akjianka Ha 6aze ARM-cucremsl, pasMepom B
OJIHOLIEHTOBYIO MOHETY. XapaKTEepUCTUKHU JOBOJBHO CKpoMHbIe: nporieccop ARM7 66MHz,
orepatuBHas mamsate SMB, ¢nemr 4MB.



TOP SECRET//COMINT/REL TO USA, FVEY

MAESTRO-II
ANT Product Data

(TSNSIIREL) MAESTRO-II is a miniaturized digital core packaged in a Multi-Chip Module 08/05/08
{MCM) to be used in implants with size constraining concealments.

s l' "
(TSHSIIREL) MAESTRO-II uses the TAO standard implant architecture. The architecture

provides a robust, reconfigurable, standard digital platform resulting in a dramatic
performance improvement over the obsolete HC12 microcontroller based designs. A .
development Printed Circuit Board (PCB) using packaged parts has been developed and is

available as the standard platform. The MAESTRO-II Multi-Chip-Module (MCM) contains an .... '
ARMT microcontroller, FPGA, Flash and SDRAM memories.

uController Flash SDRAM FPGA . . . .

ARM T ATA49BV322A MT48LCZM3E2 XC2V500

66 Mhz 4 MBytes 8 MBytes 500k gates . . . .
1L
JTAG st
ARM7

UART1 266KB SRAM
UART —— _uHz . .
ATO1R40008 =
y 3 Sh\f!o 1.8V
TPST2518
8| £
ol 5
3
FiOs J

I Chamged or added funerionaline vi. MAESTRO

Status: Available — On The Shelf Unit Cost: $3-4K

poC; I 5322, I
ALT PoC: [ 5322, I, M. c 0

TOP SECRETHCOMINT//REL TO USA, FVEY

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

SOMBERKNAVE nporpammHas 3aknazaka padoraromas nox Windows XP npemocTasisiromias
yIaJeHHBINA JOCTYH K LieJeBoMy KoMmnbioTepy. Mcnonb3yet HezaneiictBoBannbie Wi-Fi



aJianTepsl, B cilydae, Korjaa nojabs3oBaTeinb 3aaeictoBai agantep SOMBERKNAVE npepamiaer
nepenavy JaHHBIX.

TOP SECRET//COMINT//REL FVEY

SOMBERKNAVE
ANT Product Data

(TSIISHIREL) SOMBERKNAVE is Windows XP wireless software implant
that provides covert internet connectivity for isolated targets.

08/05/08
I

(TSISIIREL) SOMBERKNAVE is a software implant that surreptitiously routes
TCP traffic from a designated process to a secondary network via an unused
embedded 802.11 network device. If an Internet-connected wireless Access
Point is present, SOMBERKNAVE can be used to allow OLYMPUS or
VALIDATOR to “call home” via 802.11 from an air-gapped target computer. If
the 802.11 interface is in use by the target, SOMBERKNAVE will not attempt
to transmit.

(TSIISIIREL) Operationally, VALIDATOR initiates a call home.
SOMBERKNAVE triggers from the named event and tries to associate with an
access point. If connection is successful, data is sent over 802.11 to the ROC.
VALIDATOR receives instructions, downloads OLYMPUS, then disassociates
and gives up control of the 802.11 hardware. OLYMPUS will then be able to
communicate with the ROC via SOMBERKNAVE, as long as there is an
available access point.

[

Random Access Point\

SOMEBERKNAVE

Status: Available — Fall 2008 Unit Cost: $50k

poc: I 53223, , IG5 ic.cov i e
- - Dated: 20070108
ALT POC: . 53223, , DnsaL.ic.qov Declassify On: 20320108

TOP SECRET//COMINT//REL FVEY

TRINITY MunuaTiopHas anmapaTHas 3akiaaka Ha 6aze ARM-cucteMsl, pa3MepoM B
OJTHOIICHTOBYIO MOHeTy. O0a1aeT cley oMy XapakTepucTukamu: mpoueccop ARM9
180MHz, onepatuBHas namsatb 96MB, dremr 4MB. Mcnonb3yeTcst B cocTaBe Ipyrux
YCTPOKCTB.



TOP SECRET//COMINT/REL TO USA, FVEY

TRINITY
ANT Product Data

(TSHSIIREL) TRINITY is a miniaturized digital core packaged in a Multi-Chip Module 08/05/08
{MCM) to be used in implants with size constraining concealments.

30025010

gy

(TSISIIREL) TRINITY uses the TAO standard implant architecture. The architecture ...
provides a robust, reconfigurable, standard digital platform resulting in a dramatic
performance improvement over the obsolete HC1Z2 microcontroller based designs. A ..'.
development Printed Circuit Board (PCB) using packaged parts has been developed and is

available as the standard platform. The TRINITY Multi-Chip-Module (MCM) contains an

ARMY microcantroller, FPGA, Flash and SDRAM memories. . . . . .

uController Flash SDRAM (3) FPGA . . . .
ARM 9 AT49BVI224 MT4BLCEM32 XC2v1000
180 Mhz 4 MBytes 96 MBytes 1M gates . . . .
[ TRINITY MCM Architec ture

® Connecion

Status: Special Order due vendor selected. Unit Cost: 100 units: $625K
- Derived From: NSAICSSM 1-52

poc: I 53223, I LNsa.|c.qav Dated: 20070108
ALT POC: . s3z2z3. R @nsa.ic.qov Declassily On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY

COTTONMOUTH-I anmapatnas 3aknagka Ha USB, mpegocrasistomnias 0eCripoBOHON MOCT K
LIEJIEBOM CETH, a TAKXKE 3arpy3KU IKCIUIOMTOB Ha LEJIeBOM cucTeMe. MOKeT co3/1aBaTh CKPBITHIN
KaHaJ CBSI3U IS TIepeladl KOMaH ¥ JAHHBIX MEXKTy allllapaTHBIMHU U TPOTrPAMMHBIMHU
3aknankamu. [Tpyu momomy BCTpOEHHOIO pasuonepesaTinka MOKeT B3aUMOAECHCTBOBATD C
npyrumu COTTONMOUTH. B ocnose nexut snementHas 6aza TRINITY, B kauecTBe
panunonepenarurka ucrosb3yercs HOWLERMONKEY. CymectByeT Bepcus 101, Ha3BaHUEM
MOCCASIN, npexacrapmstomast co0oii 3aKnaky B KoHHeKTope USB-KiaBuaTypsl.



TOP SECRET//COMINT/REL TO USA, FVEY

COTTONMOUTH-I
ANT Product Data

(TSHSIIREL) COTTONMOUTH-I (CM-I}) is a Universal Serial Bus (USB) hardware implant
which will provide a wireless bridge into a target network as well as the ability to load exploit
software onto target PCs.

08/05/08

COTTONMOUTH -1

(TSHSI//REL) CM-I will provide air-gap bridging, software persistence capability, “in-field" re-
programmability, and covert communications with a host software implant over the USB. The
RF link will enable command and data infiltration and exfiltration. CM-I will also communicate
with Data Network Technologies (DNT) software (STRAITBIZARRE) through a covert ...
channel implemented on the USB, using this communication channel to pass commands and

data between hardware and software implants. CM-l will be a GENIE-compliant implant

based on CHIMNEYPOOL. . .. .
(TSHSIIIREL) CM-I conceals digital components (TRINITY), USB 1.1 FS hub, switches, and
HOWLERMONKEY (HM) RF Transceiver within the USB Series-A cable connector. .... .
MOCCASIN is the version permanently connected to a USB keyboard. Another version can

be made with an unmodified USB connector at the other end. CM-I has the ability to
communicate to other CM devices over the RF link using an over-the-air protocol called ....
SPECULATION. COTTONMOUTH CONOP

INTERNET Scanario . . . .
High Sids Low Side . . .

Harmeeh Y acmre-
O Toasracig

o - Serweara
WL rearg e 13 Wgfeae

Status: Availability — January 2009 Unit Cost: 50 units: $1,015K
poc: I, 53223, I, — B O et 20070108
ALT POC: . S322:. . - o oo Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY

COTTONMOUTH-II anmapatnas USB-3akiagka npeJocTaBisAomas CKpbIThIA KaHaj 10CTyIa K
cetu nenu. JlanHas 3akiajika npeHa3Ha4veHa JUIs paboTHI Ha MIACCH KOMIBIOTEPA U
npezcTasisier coboil AByxnoproBbiii USB-koHHEKTOp Ha mi1aTy. MOXeT co3iaBaTh CKPBITHII
KaHaJ CBSI3U JJIs epelaul KOMaH/ U JaHHBIX MEXK/Y allllapaTHbIMHU U IPOrPAMMHBIMU
3aKJIaIKAMH.



TOP SECRET//COMINT/REL TO USA, FVEY

COTTONMOUTH-II
ANT Product Data

(TSISIWREL) COTTONMOUTH-II (CM-II) is a Universal Serial Bus (USB) hardware Host ——
Tap, which will provide a covert link over USB link into a targets network. CM-Il is intended
to be operate with a long haul relay subsystem, which is co-located within the target 08/05/08
equipment. Further integration is needed to turn this capability into a deployable system.

(TSHSHIREL) CM-1I will provide software persistence capability, “in-field” re-programmability,
and covert communications with a host software implant over the USB. CM-Il will also
communicate with Data Network Technologies (DNT) software (STRAITBIZARRE) through a
covert channel implemented on the USB, using this communication channel to pass
commands and data between hardware and software implants. CM-Il will be a GENIE-
compliant implant based on CHIMNEYPOOL. . ..
(TSHSHIREL) CM-Il consists of the CM-I digital hardware and the long haul relay concealed
somewhere within the target chassis. A USB 2.0 HS hub with switches is concealed in a

dual stacked USE connector, and the two parts are hard-wired, providing a intra-chassis link. . .. .
The long haul relay provides the wireless bridge into the target's network.

COTTONMOUTH - Il (CMHI) CONOP . . . . '
ANT Covert Network Scenario

High Sede Low Side

Bipbver Lick Managem et
e {ratiasrnctg

B - SPWEmINTe
L P R e Mighe
n0e

Unit Cost: 50 units: $200K
Status: Availability — September 2008

PoC: . s322:. . s o ooy Derived Fram: NSA/CSSM 1-52
ALT poc: I, sz22:, N 2. c.aov Dated: 20070108

Declassify On: 20320108
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COTTONMOUTH-III anmapatnas 3aknaaka B USB mpenocraistonias 6ecpoBOAHOM MOCT K
LEJIEBOM CETH, a TAKXKE 3arpy3KH HKCIJIOMTOB Ha LIeJIeBOM cucteMe. B ocHOBE JekUT
anemenTHas 6a3a TRINITY, B kauecTBe paguonepeaaTdrKa UCIOIb3yeTCs
HOWLERMONKEY. IIpencrasuset coboit 6mok pazbeMoB(RJ45 u 1sa USB)
yCTaHABIIMBAEMbIX Ha IIacCcH, MOXKeET B3aumoieictBoBath ¢ apyrumu COTTONMOUTH
YCTaHOBJICHHBIMU Ha 3TOM K€ IIACCH.

TOP SECRET//COMINT/REL TO USA, FVEY

COTTONMOUTH-III
ANT Product Data

(TSHSIIREL) COTTONMOUTH-I (CM-1) is a Universal Serial Bus (USB) hardware implant, 08/05/08
which will provide a wireless bridge into a target network as well as the ability to load exploit
software onto target PCs. |

1 am

(TSNSIIREL) CM-IIl will provide air-gap bridging, software persistence capability, “in-field”

re-programmability, and covert communications with a host software implant over the USB. ...

The RF link will enable command and data infiltration and exfiltration. CM-IIl will also

communicate with Data Network Technologies (DNT) software (STRAITBIZARRE) through a . . . .

covert channel implemented on the USB, using this communication channel to pass

commands and data between hardware and software implants. CM-Ill will be a GENIE-

compliant implant based on CHIMNEYPQOL. . . . . .

(TSHSIHIREL) CM-Ill conceals digital components (TRINITY), a USB 2.0 HS hub, switches,

and HOWLERMONKEY (HM) RF Transceiver within a RJ45 Dual Stacked USB connector. ....

CM-I has the ability to communicate to other CM devices over the RF link using an over-the-

air protocol called SPECULATION. CM-IIl can provide a short range inter-chassis link to

other CM devices or an intra-chassis RF link to a long haul relay subsystem, . . . .
COTTONMOUTH CONOP

INTERMET Scenario . . .
tegh Sade Low Side . .

) G —
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Status: Availability — May 2009 Unit Cost: 50 units: $1,248K
poC: I 53223, I . C) s ic.00 B P eae: 2607108
ALTPOC: . S3223. . I == .o Declassity On: 20320108
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FIREWALK annapaTHas ceTeBas 3akiajika, CocoOHas TacCCUBHO COOMpaTh Tpaduk ceTH
Gigabit Ethernet, a Takke OCyIIecTBISATh aAKTHBHBIC HHBEKITUH B Ethernet makeTs! 1eeBoii ceTu.
[TozBonsier cozgaBate VPN TyHHENb MeX Ay LIEJIEBOM CETHIO M LIEHTPOM. B0o3M0oxHO
ycTaHoByieHue 6ecripoBoaHol kommyHukaiuu ¢ Apyrumd HOWLERMONKEY -coBmecTuMbIMEI
ycTporictBamu. Mcnonnenue nannoit 3akinanku ananorndiio COTTONMOUTH-III, Takoit xe
610k pazpemoB(RJ45 u nBa USB) Ha mraccu. B ocHoBe siexuTt anemenTrHast 6aza TRINITY, B
KauecTBe paguonepenaryrka ucnonbsyercs HOWLERMONKEY.

TOP SECRET//COMINT//REL FVEY

FIREWALK
ANT Product Data

(TSIHSIIREL) FIREWALK is a bidirectional network implant, capable of passively collecting

Gigabit Ethernet network traffic, and actively injecting Ethernet packets onto the same 08/05/08
target network.
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(TSHSIIREL) FIREWALK is a bi-directional 10/100/1000bT (Gigabit) Ethernet network
implant residing within a dual stacked RJ45 / USB connector. FIREWALK is capable of . ..
filtering and egressing network traffic over a custom RF link and injecting traffic as
commanded; this allows a ethernet tunnel (VPN) to be created between target network and . . ' .
the ROC (or an intermediate redirector node such as DNT's DANDERSPRITZ tool.)

FIREWALK allows active exploitation of a target network with a firewall or air gap protection,
(TSHSIIREL) FIREWALK uses the HOWLERMONKEY transceiver for back-end . . . . .

communications. It can communicate with an LP or other compatible HOWLERMONKEY
based ANT products to increase RF range through multiple hops. . . . .

\ Target Space
c.P .~ T ...
ik Y (A
Network . .
{Inter net
- O =
FieldNeat)
N
- ¥
d:
I:'g:"- DANDERSPRIT, spoot= IP & MAC Addr PROTOS
- HM = HOWLERMOMNERY
- LHR = Long Haul Relay
Status: Prototype Available — August 2008 Unit Cost: 50 Units $537K

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

poc: NG . S22, I @nsa.ic.qov
ALT POC: . 53223, . Insa

TOP SECRET//COMINT/REL FVEY



SURLYSPAWN — annapatnast 3akiaaka(keisnorrep), mo3BoJstonias moxy4uThb 1o
paluoKaHa y JaHHbIE OT LeTU(KJIaBUaTypa, HU3KOCKOPOCTHbIE UG POBBIE yCTpoiicTBa). [laHHbIe
nepealoTcs B OTPaXKEHHOM CUTHAJIE, JJIS aKTUBAIIMK HEOOXO0AUMO 00JTydEeHHE 3aKIIa 1K1
paJMOCUTHAJIOM OT Clleualn3upoBaHHoro usnydaresns. Keitnorrep comectum ¢ USB u PS/2
KJIaBUATypaMHu, B JlalbHEHIIEM TUIaHUpYeTCsl J00aBI€HNE COBMECTUMOCTH C KJIaBUaTypaMu
HOYTOYKOB.

TOP SECRET//COMINT/REL TO USA, FVEY

SURLYSPAWN

ANT Product Data

(TS//SI//REL TO USA,FVEY) Data RF retro-reflector. Provides return
modulated with target data (keyboard, low data rate digital device) when 07 Apr 2009
illuminated with radar, |

(U) Capabilities !
(TS//SI//REL TO USA,FVEY) SURLYSPAWN
has the capability to gather keystrokes without
requiring any software running on the targeted
system. It also only requires that the targeted
system be touched once. The retro-reflector is
compatible with both USB and PS/2 keyboards.
The simplicity of the design allows the form
factor to be tailored for specific operational
requirements. Future capabilities will include
laptop keyboards.

(U) Concept of Operation

(TSHSW/REL TO USA,FVEY) The board taps into the data line from the . . 1) .
keyboard to the processor. The board generates a square wave oscillating at

a preset frequency. The data-line signal is used to shift the square wave .. ..
frequency higher or lower, depending on the level of the data-line signal. The

square wave, in essence, becomes frequency shift keyed (FSK). When the ....
unit is illuminated by a CW signal from a nearby radar, the illuminating signal

is amplitude-modulated (AM) with this square wave. The signal is re-radiated, . . .
where it is received by the radar, demodulated, and the demodulated signal is

processed to recover the keystrokes. SURLYSPAWN is part of the ..
ANGRYNEIGHBOR family of radar retro-reflectors.

Unit Cost: $30

Status: End processing still in development

poc: I 522>+, . I - - -

Derived From: NSA/ICSSM 1-52
Dated: 20070108
Declassify On: 20320108
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RAGEMASTER — annaparHas 3akiajika o3BoJIsitolas nepexsatuts curuai ot VGA
MOHUTOpA. 3aKajaKa npsuercst B 00buHbIN VGA-Kabenb COeAUHAIONINN BUACOKAPTY U
MOHHTOp, yCTaHOBJIEHA, KaK MPaBmiIo, B heppuT Ha Buaeokadene. Peann3oBaH 3axBaT CUrHajia ¢
KpacHOTO IIBETOBOTO KaHana. [IpencTaBnser coboil macCUBHBII OTpaXkaTenb, T.€. aKTHBUPYETCS
npy O0JTy9EeHUH PAIMOCUTHAIIOM OT CTIEIUAIN3UPOBAHHOTO U3TyYaTels.

TOP SECRET//COMINT//REL TO USA, FVEY

RAGEMASTER

ANT Product Data

(TSHSIREL TO USA,FVEY) RF retro-reflector that provides an enhanced radar T
cross-section for VAGRANT collection. It's concealed in a standard computer video
graphics array (VGA) cable between the video card and video monitor. It's typically 24 Jul 2008
installed in the ferrite on the video cable. |

(U) Capabilities '
(TS/HSIREL TO USA,FVEY) RAGEMASTER provides a target for RF flooding
and allows for easier collection of the VAGRANT video signal. The current
RAGEMASTER unit taps the red video line on the VGA cable. It was found that,
empirically, this provides the best video return and cleanest readout of the
monitor contents.

_—— e S [(¥ivi —

1

) 24 o

(U) Concept of Operation . . . .
(TSHSI//IREL TO USA,FVEY) The RAGEMASTER taps the red video line
between the video card within the desktop unit and the computer monitor, ...

typically an LCD. When the RAGEMASTER is illuminated by a radar unit, the
illuminating signal is modulated with the red video information. This information ..
is re-radiated, where it is picked up at the radar, demodulated, and passed
onto the processing unit, such as a LFS-2 and an external monitor,
NIGHTWATCH, GOTHAM, or (in the future) VIEWPLATE. The processor
recreates the horizontal and vertical sync of the targeted monitor, thus allowing
TAO personnel to see what is displayed on the targeted monitor.

Unit Cost: $ 30

Status: Operational. Manufactured on an as-needed basis. Contact POC for
availability information.

POC: _' S32243, _’ - 202216 JO, Derived From: NSAICSSM 1-52

Dated: 20070108
Declassify On: 20320108
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Cern Wi-Fi

NIGHTSTAND MoOuIbHBIN KOMIUIEKC [Tl POBEICHUS aTUBHBIX atak Ha Wi-Fi cetn, nemsmu
ABISAIOTCA MaluHbI o yrpasienueM Windows (o Win2k no WinXP SP2). O6srano
UCTIONIB3YETCS B ONIEPAIHSX, B KOTOPBIX JOCTYI K IIeJIM HE BO3MOXKeH. KoMImieke peann3oBad Ha
0a3ze HOyTOYKa moJ ynpasieHueM Linux u paanoo0opynoBanusi. BMecTe ¢ BHEITHUMU
YCWINTEISIMA W aHTCHHAMH JTATBHOCTH IEHCTBUS MOXKET JOCTUTATh 13 KM.

TOP SECRET//COMINT//REL TO USA, FVEY

NIGHTSTAND

Wireless Exploitation / Injection Tool

(TS/HSIIREL) An active 802.11 wireless exploitation and injection tool for -1
payload/exploit delivery into otherwise denied target space. NIGHTSTAND is

typically used in operations where wired access to the target is not possible. 07125108

(TS/SI//REL) NIGHTSTAND - Close Access Operations »
Battlefield Tested « Windows Exploitation = Standalone System

System Details

# (U//FOUQ) Standalone tool currently
running on an x86 laptop loaded with
Linux Fedora Core 3.

NIGHTSTAND Hardware . .
(TS/HSI//REL) Use of external amplifiers and antennas in both
experimental and operational scenarios have resulted in successful
NIGHTSTAND attacks from as far away as eight miles under ideal
environmental conditions.

» (TS/ISI//REL) Exploitable Targets
include Win2k, WinXP, WinXPSP1,
WINXPSP2 running internet Explorer
versions 5.0-6.0.

# (TS/ISI//REL) NS packet injection can
target one client or multiple targets on a
wireless network.

# (TS/ISI/IREL) Attack is undetectable by
the user.

Unit Cost: Varies from platform to platform

Status: Product has been deployed in the field. Upgrades to the system continue to
be developed.

rpoc: I s32242. . | @hE o Derived From: NSAICSSM 1-52

Dated: 20070108
Declassify On: 20320108
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SPARROW II BcTpanBaemasi KOMIBIOTEpHAs CHCTEMa O] yIpaBieHneM Linux. 91o
MOJTHOCTHIO (PYHKIIMOHATbHAS CHUCTEMa JJisi cOOpa JaHHBIX O OECTIPOBOIHBIX ceTsX. J{is
pacmmpenus GyHKIIMOHAIa UMeeT YeThipe BcTpoeHHBIX Mini PCI ciorta mo3Bosstomniue
noakmtouuTh GPS-Moayne U fonomHUTENbHBIE OECIIPOBOIHBIE CETEBBIE KaPTHI.

TOP SECRET//COMINT//REL TO USA, FVEY

SPARROW li

Wireless Survey - Airborne Operations - UAV

(TSHSI/REL) An embedded computer system running BLINDDATE
tools. Sparrow Il is a fully functional WLAN collection system with

integrated Mini PCI slots for added functionality such as GPS and 07/25/08
multiple Wireless Network Interface Cards. |

(U//FOUQ) System Specs

Processor: IBM Power PC 405GPR
Memary: 64MB (SDRAM)
16MB (FLASH)

Expansion: Mini PCI (Up to 4

devices) supports USB, Compact . ..
Flash, and 802.11 B/G - -
OS: Linux (2.4 Kernel) R TIL
Application SW: BLINDDATE . . . . .
Battery Time: At least two hours .. ..
(TS/ISIIREL) The Sparrow Il is a capable option for deployment where ....
small size, minimal weight and reduced power consumption are required.
PCI devices can be connected to the Sparrow Il to provide additional ...
functionality, such as wireless command and control or a second or third ..

802.11 card. The Sparrow Il is shipped with Linux and runs the
BLINDDATE software suite.

Unit Cost: 36K

Status: (S//SI//REL) Operational Restrictions exist for equipment deployment.

poC: I, S32242, I s i oo

Derived From: NSA/ICSSM 1-52
Dated: 20070108
Declassify On: 20320108
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CepBepbl

IRONCHEF o6ecnieunBaeT 10CTYII K LIeleBbIM cucTemMam npu nomoiuu BIOS maTepunckoit
IUTIaThl U UCTIOIB30BaHUd SMM-pekuma Juis CBSA3U C annapaTHON 3aKiIaKoi MperocTaBistomeit
JIBYXCTOPOHHIOIO pasnocBsi3b. [1o Bceld BUAMMOCTH, Takas 3aKjia/ika JOJKHA OBITh YCTaHOBJICHA
Ha maccu cucremsl, Hanogooue COTTONMOUTH-II. [ns 3T0it TexHUKY ys3BUMBI cepBepbl HP
Proliant 380DL GS5.

TOP SECRET//COMINT//REL TO USA, FVEY

IRONCHEF
ANT Product Data

(TSHSI/REL) IRONCHEF provides access persistence to target systems by
exploiting the motherboard BIOS and utilizing System Management Mode (SMM) to 07/14/08
communicate with a hardware implant that provides two-way RF communication. |
I
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(TSHSIIREL) IRONCHEF Extended Concept of Operations . . .

(TSHSIREL) This technique supports the HP Proliant 380DL G5 server, onto which . .
a hardware implant has been installed that communicates over the I°C Interface
(WAGONBED).

(TS/ISIW/REL) Through interdiction, IRONCHEF, a software CNE implant and the
hardware implant are installed onto the system. If the software CNE implant is
removed from the target machine, IRONCHEF is used to access the machine,
determine the reason for removal of the software, and then reinstall the software
from a listening post to the target system.

Status: Ready for Immediate Delivery Unit Cost: $0

roc: I s:2221. I s o oo

Derived From: NSA/CS55M 1-52
Dated: 20070108
Declassify On: 20320108
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DEITYBOUNCE npenocrasisier mporpaMMHBIiA 1ocTym K cepBepam Dell PowerEdge mpu
nomotu BIOS maTepuHCcKoi miiaTsl M HCHOIB30BaHUs SMM-pexuma 11 MOTy4eHUs
BO3MOXXHOCTH 3aITyCKa Iepe]] 3arpy3Koi CHCTEMBI. Y CTAHOBKA MOXKET OBITh MPOU3BEICHA ITPH
nomom ARKSTREAM, 6o npu nomomn USB-duent. ITocie ycraHOBKH OyI€T BBINOIHATHCS
KaXJIbIi pa3 Mpu BKIItoOYeHUH cucTteMsl. Llensmu moryT siBnsitees Dell PowerEdge
1850/2850/1950/2950 ¢ Bepcusimu BIOS A02, A0S, A06, 1.1.0, 1.2.0 wu 1.3.7.

SECRET//ICOMINT/REL TO USA, FVEY

DEITYBOUNCE

ANT Product Data

(TS/HSI//REL) DEITYBOUNCE provides software application persistence on Dell ==
PowerEdge servers by exploiting the motherboard BIOS and utilizing System 06/20/08
Management Mode (SMM) to gain periodic execution while the Operating System
loads. |
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(TSHSIIREL) DEITYBOUNCE Extended Concept of Operations . . .
(TS//ISIIREL) This technique supports multi-processor systems with RAID hardware
and Microsoft Windows 2000, 2003, and XP. It currently targets Dell PowerEdge . .
1850/2850/1950/2950 RAID servers, using BIOS versions A02, A05, A06, 1.1.0,
1.2.0, or 1.3.7.

(TS/ISIWIREL) Through remote access or interdiction, ARKSTREAM is used to re-
flash the BIOS on a target machine to implant DEITYBOUNCE and its payload (the
implant installer). Implantation via interdiction may be accomplished by non-
technical operator though use of a USB thumb drive. Once implanted,
DEITYBOUNCE's freqguency of execution (dropping the payload) is configurable and
will occur when the target machine powers on.

Status: Released / Deployed. Ready for Unit Cost: 30
Immediate Delivery

POC: _ S32221, I, -_' nsa.ic.qov Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20320108
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JETPLOW — 570 3aknaaka amns npoumBki Cisco PIX u ASA (Adaptive Security Appliance)
daiipBonos. Coxpansier nporpamMmmuyo 3akiaaky BANANAGLEE u cogepxut 63k10p.
JETPLOW cniocob6en pabotats Ha daiipBonax Cisco PIX 500-it cepun u ASA(5505, 5510, 5520,
5540, 5550)

TOP SECRET/COMINT//REL TO USA, FVEY

JETPLOW
ANT Product Data

(TSHSI/REL) JETPLOW is a firmware persistence implant for Cisco PIX Series and
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE 06124108
software implant. JETPLOW also has a persistent back-door capability.

Command, Contrel, and Data Exfiltration using
DNT Implant Communications Protocol {typical)
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(TSHSIREL) JETPLOW Persistence Implant Concept of Operations . . . .

(TSHSI//REL) JETPLOW is a firmware persistence implant for Cisco PIX Series and . . . .
ASA (Adaptive Security Appliance) firewalls. It persists DNT's BANANAGLEE

software implant and modifies the Cisco firewall's operating system (OS) at boot
time. If BANANAGLEE support is not available for the booting operating system, it . . .
can install a Persistent Backdoor (PBD) designed to work with BANANAGLEE's
communications structure, so that full access can be reacquired at a later time. ..
JETPLOW works on Cisco's 500-series PIX firewalls, as well as most ASA firewalls
(5505, 5510, 5520, 5540, 5550).

(TS/SIIREL) A typical JETPLOW deployment on a target firewall with an exfiltration
path to the Remote Operations Center (ROC) is shown above. JETPLOW is
remotely upgradeable and is also remotely installable provided BANANAGLEE is
already on the firewall of interest.

Status: (C//REL) Released. Has been widely deployed. Current Unit Cost: S0
availability restricted based on OS version (inquire for details).

POC: I S32222, I, I s ic oo Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20320108
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HALLUXWATER — 5T0 069K10p yCTaHaBIMBAEMBbIi B KadecTBE OOHOBJICHHS 3arpy34nKa B
¢aiiponsl Huawei Eudemon. I1pu nepesarpyske 1eiau yCTaHOBILMK 3aKJIaJAKH HAXOAUT
HE0OXOIMMBIE TOUKH I NaTda ¥ OEKI0pa B OATPOrpaMMe 00pabOTKH BXOISIINX ITaKETOB.
JlaHHBII 63K10p cOXpaHseTcs IpU OOHOBJICHNUH ONEPALMOHHON CUCTEMBI U aBTOMATUYECKHX
obonornenusx 3arpy3zunka. HALLUXWATER moxet pabotaTh Ha aiiposiax Huawei Eudemon
200, 500 u 1000 cepun.

TOP SECRET//COMINT//REL TO USA, FVEY

HALLUXWATER
ANT Product Data

(TS/HSIVREL) The HALLUXWATER Persistence Back Door implant is installed on a
target Huawei Eudemon firewall as a boot ROM upgrade. When the target reboots,
the PBD installer software will find the needed patch points and install the back door 06/24/08
in the inbound packet processing routine.

L}
'

Command, Contrel, and Data Exfiltration using I NSA
DNT Implant Communications Protocol (typical) :
L}
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(TSISIIREL) HALLUXWATER Persistence Implant Concept of Operations

(TS/ISIVREL) Once installed, HALLUXWATER communicates with an NSA operator . . .
via the TURBOPANDA Insertion Tool (PIT), giving the operator covert access to
read and write memory, execute an address, or execute a packet. . .

(TSHSIWREL) HALLUXWATER provides a persistence capability on the Eudeman
200, 500, and 1000 series firewalls. The HALLUXWATER back door survives OS
upgrades and automatic bootROM upgrades.

Status: (U//FOUQ) On the shelf, and has been deployed.

poc: [ s32z22. N -2 oo

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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FEEDTROUGH mnpencraBisieT co00i TEXHHKY YCTaHOBKH JABYX ITPOTPAMMHBIX 3aKIIaI0K
BANANAGLEE u ZESTYLEAK wucnons3yembsix npoTuB (aiiposoB Juniper Netscreen.
[ToxBeprxkeHsI yrpose cieayronme Moenu Juniper: nsSxt, ns25, ns50, ns200, ns500 u ISG 1000.
Meton oTpabaTsiBaeTcs IpH cTapte (aiipBoiia, eciiy OlepaluoHHas CUCTEMa eCTh B 0aze
JTAaHHBIX, TO YCTaHABJIMBAIOTCS 3aKJIa/IKH, B IPOTUBHOM CIIyyae YCTPOWCTBO 3arpyskaercs B
o0bpryHOM pexkxume. FEEDTROUGH coxpansiercs npu 0OHOBICHUH ONEPALMOHHON CUCTEMBI
daiipBona.

TOP SECRET//COMINT//REL USA, FVEY

FEEDTROUGH
ANT Product Data

(TS/SINREL) FEEDTROUGH is a persistence technique for two software implants, DNT's

BANANAGLEE and CES's ZESTYLEAK used against Juniper Netscreen firewalls. 06/24/08
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(SIISIIREL) Persistence Operational Scenario . . . .
(TSHSIWREL) FEEDTROUGH can be used to persist two implants, ZESTYLEAK and/or . . . .
BANANAGLEE across reboots and software upgrades on known and covered OS's for the
following Netscreen firewalls, ns5xt, ns25, ns50, ns200, ns500 and ISG 1000. There is no
direct communication to or from FEEDTROUGH, but if present, the BANANAGLEE implant . . .
can receive and transmit covert channel comms, and for certain platforms, BANANAGLEE
can also update FEEDTROUGH. FEEDTROUGH however can only persist OS's included . .
in it's databases. Therefore this is best employed with known OS's and if a new OS comes

out, then the customer would need to add this OS to the FEEDTROWUGH datahase for that
particular firewall.

(TS/ISIREL) FEEDTROUGH operates every time the particular Juniper firewall boots. The
first hook takes it to the code which checks to see if the OS is in the database, if it is, then a
chain of events ensures the installation of either one or both implants. Otherwise the firewall
boots normally. If the OS is one modified by DNT, it is not recognized, which gives the
customer freedom to field new software.

Status: (S/SIWREL) FEEDTROUGH has on the shelf solutions for all of the listed platforms.
It has been deployed on many target platforms

poc: . s32222, -- sa.ic.qo\

Derived From: NSA/CSSM 1-52
Dated: 20070108
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GOURMETTROUGH 3aknazaka s HEKOTOpPBIX Mozeneil Juniper, UMeeT BO3MOXHOCTbIO
10JIb30BaTeNbCcKOM HacTpoiiku. OHa ckpbiBaeT 3akiaaky BANANAGLEE u no3Bosser ee
COXpaHUTH MocJe nepe3arpy3ku wim ooHosiaeHus OC.

TOP//[SECRET//COMINT//REL TO USA, FVEY

GOURMETTROUGH
ANT Product Data

(TS/SIVREL) GOURMETTROUGH is a user configurable persistence implant for =i

certain Juniper firewalls. It persists DNT's BANANAGLEE implant across reboots
. >3 : : 06/24108

and OS upgrades. For some platfarms, it supports a minimal implant with

beaconing for OS's unsupported by BANANAGLEE. |

L]
[
i

Command, Contrel, and Data Exfiltration using 1 NSA
DINT Implant Communications Protacol (typical) :
[

-

[ ee |
|i' Typical Target
[re |— Firewall or Router
MPU / CPU
(o] Operating System . . .
m— Systom BIOS
= BE:S'I!:EI:CE . . . .
E ( U:ﬂ' :m‘l‘u-l
=M il LL]
Target Network . . . .
(TSISIIIREL) GOURMETTROUGH Persistence Implant Concept of Operations . . . .
(TSHSIWREL)For supported platforms, DNT may configure BANANAGLEE without . . .
ANT involvement. Except for limited platforms, they may also configure PBD for
minimal implant in the case where an OS unsupported by BANANAGLEE is booted. ..

Status: GOURMETTROUGH is on the shelf and has been deployed on many
target platforms. It supports nsg5t, ns50, ns25, isg1000(limited). Scon- s5g140,
5505, 55020

Unit Cost: $0

poc: . s:2222. . I = c oo

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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SOUFFLETROUGH 3aknaaxka mis BIOS ¢aiipsonos Juniper SSG 500 u SSG 300 cepuii. OHa
ckpeiBaet 3axknagky BANANAGLEE, B ciyuae, eciny yCTpOMCTBO HE IOAACPKUBACT

no6asienne BANANAGLEE, otkpeiBaet 63k10p. Bo3MOXHBI y1aneHHOEe 0OHOBJICHHE U
ycranoBka SOUFFLETROUGH.

TOP SECRET//COMINT/REL TO USA, FVEY

(TS/SI/REL) SOUFFLETROUGH is a BIOS persistence implant for Juniper SSG
500 and SSG 300 series firewalls. It persists DNT's BANANAGLEE software
implant. SOUFFLETROUGH also has an advanced persistent back-door capability.

SOUFFLETROUGH

ANT Product Data

06/24/08
I

Command, Contrel, and Data Exfiltration using
DNT Implant Communications Protocol (typical)

PC
L] Typical Target
[E]— Firewall or Router
[ —r MPU | CPU
Oparating System
E— System BIOS
( PERSISTENCE
IMPLANT
EH DONT paylead

Target Network

(TSHSIIREL) SOUFFLETROUGH Persistence Implant Concept of Operations

(TS/ISIVREL) SOUFFLETROUGH is a BIOS persistence implant for Juniper SSG
500 and SSG 300 series firewalls {320M, 350M, 520, 550, 520M, 550M}. It persists
DNT's BANANAGLEE software implant and modifies the Juniper firewall's operating
system (ScreenOS) at boot time. If BANANAGLEE support is not available for the
booting operating system, it can install a Persistent Backdoor (PBD) designed to
work with BANANAGLEE's communications structure, so that full access can be
reacquired at a later time. It takes advantage of Intel's System Management Mode
for enhanced reliability and covertness. The PBD is also able to beacon home, and
is fully configurable.

(TSHSINREL) A typical SOUFFLETROUGH deployment on a target firewall with an
exfiltration path to the Remote Operations Center (ROC) is shown above.
SOUFFLETROUGH is remotely upgradeable and is also remotely installable
provided BANANAGLEE is already on the firewall of interest.

Status: (C//REL) Released. Has been deployed. There are no
availability restrictions preventing ongoing deployments.

roc: I s32222, . B s ic.cov

Unit Cost: $0

Derived From: NSA/CSSM 1-52
Dated: 20070108

Declassify On: 20320108
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SCHOOLMONTANA o6ecnieunBaeT NpUCyTCTBUE CETEBBIX 3aKJIa0K. [103BOISET COXPAaHUTHCS
3aKJIaKe IpU OOHOBIICHUH U 3aMEHE ONEPAlMOHHOM CUCTEMBbI, B TOM YHCJIE U MPU PU3NUECKOM
3aMeHe (uenr KapTel poyTepa. OCHOBHOM BEKTOp aTakd HampasieH Ha Moau¢ukanuio BIOS.
Hanenena Ha poyTeps! Juniper J-cepun noa ynpasienuem onepannontHoii cuctemoit JUNOS. Tlo
CYTH, 3TO 03KII0p pazpaboTaHHBIN 1715 Hcnonb30Banus o FreeBSD.

TOP SECRET//COMINT//REL TO USA, FVEY

SCHOOLMONTANA
ANT Product Data

(TSHSI/REL) SCHOOLMONTANA provides persistence for DNT implants. The DNT
implant will survive an upgrade or replacement of the operating system — including 06/24/08
physically replacing the router's compact flash card.

|
[

Command, Control, and Data Exfiltration using
DNT Implant Communications Protocol (typical)

]

5 E Typical Target

1 [ Firewall or Router

l| P MPU / CPU

| — Oporating System

! am B0

§ = T "

: IE DHT paylead

I

| e = e

I | pc

T TarpetNetwork | L]

(S/ISINREL) SCHOOLMONTANA Concept of Operations . . . .

(TS//SI//REL) Currently, the intended DNT Implant to persist is ....
VALIDATOR, which must be run as a user process on the target

operating system. The vector of attack is the madification of the target’s

BIOS. The modification will add the necessary software to the BIOS and ...
modify its software to execute the SCHOOLMONTANA implant at the end
of its native System Management Mode (SMM) handler. ..

(TS//51//REL) SCHOOLMONTANA must support all modern versions of
JUNOS, which is a version of FreeBSD customized by Juniper. Upon
system boot, the JUNOS operating system is modified in memory to run
the implant, and provide persistent kernel modifications to support
implant execution.

(TSHSIIREL) SCHOOLMONTAMNA is the cover term for the persistence technique
to deploy a DNT implant to Juniper J-Series routers.

Status: (U/FOUQ) SCHOOLMONTANA completed and released by ANT May 30,
2008. Itis ready for deployment.

POC: _I s3zz222, I I < ic.o0 Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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SIERRAMONTANA o6ecriedrBaeT IpUCYTCTBHE CETEBBIX 3aKJIAJ0K B poyTepax Juniper M-

cepun. Bozmoxknoctu ananornuasl SCHOOLMONTANA.

TOP SECRET//COMINT/REL TO USA, FVEY

(TS/HSI/REL) SIERRAMONTANA provides persistence for DNT implants. The DNT
implant will survive an upgrade or replacement of the operating system — including
physically replacing the router's compact flash card.

SIERRAMONTANA

ANT Product Data

06/24/08
I

Command, Control, and Data Exfiltration using
DT Implant Communications Protocol (bypical)

|
= =
! e —s MPU | CPU

1 - Operating System
S ( ONT payiest
N

i L == Target Network

(SNSII/REL) SIERRAMONTANA Concept of Operations

(TS//SI//REL) Currently, the intended DNT Implant to persist is
VALIDATOR, which must be run as a user process on the target
operating system. The vector of attack is the modification of the target’s
BIOS. The modification will add the necessary software to the BIOS and
modify its software to execute the SIERRAMONTANA implant at the end
of its native System Management Mode (SMM) handler.

(TS//S1//REL) SIERRAMONTANA must support all modern versions of
JUNOQS, which is a version of FreeBSD customized by Juniper. Upon
system boot, the JUNOS operating system is modified in memory to run
the implant, and provide persistent kernel modifications to support
implant execution.

(TS/HSIIREL) SIERRAMONTANA is the cover term for the persistence technigue to
deploy a DNT implant to Juniper M-Series routers.

Unit Cost: $

Status: (U//FOUQ) SIERRAMONTANA under development and is expected to be
released by 30 November 2008.

POC: U/FOUO _I 532222, I - 0 Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20320108
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STUCCOMONTANA oGecrnieunBaeT MpUCyTCTBUE CETEBBIX 3aKJIAJ0K B poyTepax Juniper T-
cepun. Bozmoxknoctu ananornuasl SCHOOLMONTANA.

TOP SECRET//COMINT/REL TO USA, FVEY

STUCCOMONTANA

ANT Product Data

(TS/HSI/REL) STUCCOMONTANA provides persistence for DNT implants. The
DNT implant will survive an upgrade or replacement of the operating system — 06124108
including physically replacing the router's compact flash card.

Command, Contrel, and Data Exfiltration using
DNT Implant Communications Protocol (typical)

E E Typical Target

E [re |—d_ Firewall or Router

i EE N MPU | :::uﬁm -

| F— i "

| "

Target Network

(SIISIIREL) STUCCOMONTANA Concept of Operations

(TS//SI//REL) Currently, the intended DNT Implant to persist is ....
VALIDATOR, which must be run as a user process on the target operating ....
system. The vector of attack is the modification of the target’s BIOS. The

madification will add the necessary software to the BIOS and modify its
software to execute the STUCCOMONTANA implant at the end of its native ...
System Management Mode (SMM) handler.

(TS//SI//REL) STUCCOMONTANA must support all modern versions of ..
JUNQOS, which is a version of FreeBSD customized by Juniper. Upon system
boot, the JUNOS operating system is modified in memaory to run the
implant, and provide persistent kernel modifications to support implant
execution.

(TSHSUIREL) STUCCOMONTAMNA is the cover term for the persistence technigue to
deploy a DNT implant to Juniper T-Series routers.

Unit Cost: $
Status: (U/FOUQ) STUCCOMONTANA under development and is expected to be
released by 30 November 2008.

POC: U”FDUO- S32222, N -.3-' 138, GOV Derived From: NSAICSSM 152

Dated: 20070108
Declassify On: 20320108
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HEADWATER — 63x10p 17151 HEKOTOpBIX Mojienieit poyrepoB Huawei. Bakmop
yCTaHaBIIMBAeTCs Ipu OOHOBJIEHHUHU 3arpy3unka. O0mas cxema paboThl aHAIOTUYHA IPYTUM
3aKJIaJKaM JUIs CETEBOTO 000PYAOBAHHUS.

TOP SECRET//COMINT/REL TO USA, FVEY

HEADWATER
ANT Product Data

(TSHSIIREL) HEADWATER is a Persistent Backdoor (PBD) software implant for -1
selected Huawei routers. The implant will enable covert functions to be remotely

executed within the router via an Internet connection. 0&r24108

|
[

Command, Control, and Data Exfiltration using
DNT Implant Communications Protocol (typical)

]
laa L
E lL Typical Target
I[P f— Firewall or Router
i D":_ MPGfEFﬁT
]
n [ e (]])
: % G:'ll‘ll'.:::o:l
i
| [ R "o
1
1
: [e— Target Network . . . . .

(TSHSIIIREL) HEADWATER Persistence Implant Concept of Operations . . . .

(TS//SI//REL) HEADWATER PBD implant will be transferred remotely over ....
the Internet to the selected target router by Remote Operations Center

(ROC) personnel. After the transfer process is complete, the PBD will be ...
installed in the router’s boot ROM via an upgrade command. The PBD will

then be activated after a system reboot. Once activated, the ROC ..
operators will be able to use DNT’s HAMMERMILL Insertion Tool (HIT) to

control the PBD as it captures and examines all IP packets passing through
the host router.

(TS//S1//REL) HEADWATER is the cover term for the PBD for Huawei
Technologies routers. PBD has been adopted for use in the joint NSA/CIA
effort to exploit Huawei network equipment. (The cover name for this joint
project is TURBOPANDA.)

Status: (U//FOUQ) On the shelf ready for deployment.

Poc: [N 32222, I I . c.cov

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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Cetu GSM

CROSSBEAM — 3akmnanka B Buae GSM mMoayssi Ha OCHOBE BCTPanBaeMOTO KOMITBIOTEPA.
MoskeT nepexBaThIBaTh U 3alMCHIBATh JJaHHBIC TIepenaBaeMble B GSM-ceTsix.

TOP SECRET//COMINT//REL FVEY

CROSSBEAM

ANT Product Data

(TS/SI/REL) CROSSBEAM is a GSM module that mates a modified commercial ~| 08ios/08
cellular product with a WAGONBED controller board.

WG OMBED 2 Digihal Controller Module

(TS/SIIREL) CROSSBEAM is a reusable CHIMNEYPOOL-compliant GSM
communications module capable of collecting and compressing voice data.
CROSSBEAM can receive GSM voice, record voice data, and transmit the received

information via connected modules or 4 different GSM data modes (GPRS, Circuit ...
Switched Data, Data Over Voice, and DTMF) back to a secure facility. The
CROSSBEAM module consists of a standard ANT architecture embedded computer, . .. .
a specialized phone component, a customized software controller suite and an
optional DSP (ROCKYKNOB) if using Data Over Voice to transmit data. . . . . .

CROSSBEAM Voice Handling . . . .

Volce Voice
==
BT

CROSSEEAM
Implanted Tower / Switch . . .

CROSSBEAM Data Handling % . .

'h_i-ﬂ"

DTMF, DOV
CSD, GPRS

L B 2 M-/

Cormrercial MNetaork

CROSSBEAM
Status: Limited Supply Available Unit Cost: $4k
Delivery: 90 days for most configurations
poC: I S:22:. M N Derived From: NSAICSSM 152
ALT POC: I, 53223, (. Declassity On: 20320108
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CANDYGRAM — smynsarop 6a3zoBoii ctannuit GSM (900, 1800, 1900), npennazHa4eHHBIN 1715
OTCJIKUBAHHS PACIIONIOKEHHSI COTOBOTO TenedoHa 1ienu. Kaxaplit pa3, korna TenedoH emu
BXOJIUT B 30HY jeciicTBus 6a3oBoi cranimu CANDY GRAM, cucrema noceimaer CMC depes
BHEIIIHUI KaHaJ Ha TeJe(OH HAOIF0IaTels.

SECRET//ICOMINT//REL TO USA, FVEY

CANDYGRAM
GSM Telephone Tripwire

(SHSIHREL) Mimics GSM cell tower of a target network. Capable of operations at
900, 1800, or 1900 MHz. Whenever a target handset enters the CANDYGRAM

base station's area of influence, the system sends out an SMS through the external 06/20/08
network to registered watch phones. |
[
@ l' N
‘\_AR “\\\.
CANDYGRAM acting s %
as a GSM Cell Tower ¢ Fd
\ é/y/ Command Center
----- gP TUSNTE EE (]])

(SIISIIREL) CANDYGRAM Operational Concept

(SHSII/REL) Typical use scenarios are asset validation, target tracking and
identification as well as identifying hostile surveillance units with GSM handsets.
Functionality is predicated on apriori target information.

(SIISHIREL) System HW

* GPS processing unit

(SHISIIREL) SW Features

+ Tri-band BTS radio

+ Windows XP laptop and cell phone*
+9" wide x 12 " long x 2 " deep

+ External power (9-30 VDC).

*Remote control software can be used
with any connected to the laptop (used
for communicating with the
CANDYGRAM unit through text
messages (SMS).

PoC: I s32242. .

= Configurable 200 phone number . . .

target deck.

* Network auto-configuration

« Area Survey Capability

* Remote Operation Capability

= Configurable Network emulation
= Configurable RF power level

» Mutli-Units under single C&C

* Remote restart

* Remote erasure (not field
recoverable)

Status: Available 8 mos ARO
Unit Cost: approx $40K

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20320108
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CYCLONE Hx9 — smynsTop 6a3oBoii cranuuii GSM, npegHa3HaueHHbIH JIJ1s1 TPOBEACHUS aTakK
Ha MoOuibHbIe Tenedonsl cranaapT GSM 900. [To3BosnseT ocyIecTBIATh NPOCTYILIUBAaHUE U
nepexBar NepeaBaeMbIX JaHHbIX. J[aabHOCTh 10 32 KUJIOMETPOB.

SECRET/ICOMINT/REL TO USA, FVEY

CYCLONE Hx9

Base Station Router

(SIISHIFVEY) EGSM (900MGz) macro-class Network-In-a-Box (NIB) system. Uses
the existing Typhon GUI and supports the full Typhon feature base and applications.

(SIISIIREL) Operational Restrictions » (SISIIREL) Enclosure:
exist for equipment deployment. * 3.5"H x 8.5"W x 9D
* Approximately 8 Ibs

= Actively cooled for extreme
environments

# (SIISIIREL) Cyclone Hx9 System Kit:
* Cyclone Hx9 System

* AC/DC power converter . ..
_ * Antenna to support MS, GPS, WIFI, &
» (SISIIREL) Features: RF . . . .

« EGSM 900MHz

*Macro-class (+43dBm)

« 32+Km Range

* Optional Battery Kits

= Highly Mobile and Deployable
« Integrated GPS, MS, & 802.11
* Voice & High-speed Data

+« GSM Security & Encryption

# (SIISIIREL) Advanced Features:

* GPS - Supporting Typhon
applications

* GSM Handset Module — Supports
auto-canfiguration and remaote
command and control features.

* 802.11 - Supports high speed
wireless LAN remote command and
control

roc: [ s32242. . I -

* LAN, RF, & USB cables
* Pelican Case

* (Field Kit only) Control Laptop and
Accessories

# (SIISIWIREL) Separately Priced Options:

* 800 WH Lilon Battery Kit

# (SIISIIIREL) Base Station Router Platform:

* Overlay GSM cellular communications
supporting up to 32 Cyclone Mx9
systems providing full mohility and
utilizing a VolP back-haul.

* GPRS data service and associated
application

Unit Cost: $70K for two months
Status: Just out of development, first production runs ongoing.

Derived From: NSA/CSSM 1-52

Dated: 20070108

Declassify On: 20320108
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EBSR — mHoromeneBast Tpexauana3oHHbIN akTuBHas 6a3oBas cranuus GSM, ¢ HU3KUM
suepronotpednenuem (1 Br). [Ipenqnaznadyena s npocaynnBaHus U epexpara rneperaBaeMbiX
TaHHBIX. BO3MOXHO 00BEIMHEHIE B MAKPOCETh HECKOIBKUX TAKHX YCTPOUCTB.

SECRET//ICOMINT//REL TO USA, FVEY

EBSR

Low Power GSM Active Interrogator

(SIISWREL) Multi-purpose, Pico class, tri-band active GSM base station with 01/27/09
internal 802.11/GPS/handset capability.

|
[

(SIISIIREL) Operational Restrictions # (SISIIREL) EBSR System Kit:
exist for equipment deployment.

* EBSR System
* AC/DC power converter

= Antennas to support MS,
GPS, WIFI, & RF

* LAN, RF, & USB cables

# (SlISHIREL) Features: * Pelican Case
« LT Madel: 900/1800/1900MHz « (Field Kit only) Control Laptop . ..
« LxU Model: 850/1800/1900MHz and Accessories . .. .

* Pico-class (1Watt) Base station 5 (gy/sy/REL) Separately Priced Options: .. . § '
* Optional Battery Kits * 90 WH Lilon Battery Kit

* Highly Mobile and Deployable . . . .
* Integrated GPS, MS, & 802.11 # (SIISIIIREL) Base Station Router
Platform:
* \oice & High-speed Data . . . .
525 * Multiple BSR units can be
* SMS Capability interconnected to form a macro ' . .
) netwark using 802.3 and 802.11
~ (SIISIIREL) Enclosure: back-haul. ..
*1.9"Hx86"'Wx86.3'D * Supports Landshark/Candygram
* Approximately 3 Ibs capabilities.
= Actively cooled for extreme
environments
Status: Unit Cost: $40K

PoC: N . s32242, . I s ic.cov

Derived From: NSAICSSM 1-52
Dated: 20070108
Declassify On: 20320108

SECRET//COMINT//REL TO USA, FVEY



ENTOURAGE — ycTpoiCTBO JI71s TICJICHTAIIMHA CUTHAJIOB OT MOOWJIBHBIX TEIC(POHOB
cranaaptroB GSM/UMTS/CDMA2000/FRS. [Ins ero ncnonb30BaHus HEOOXOUMBI aHTEHHA
HYKHOTO JIMara3oHa ¥ HOYTOYK(JIJIS yIIpaBJICHUS).

SECRET//ICOMINT/REL TO USA, FVEY

ENTOURAGE

(S//SI//REL) Direction Finding on
HollowPoint Platform

(SHSIIREL) Direction Finding application operating on the HOLLOWPOINT -
platform. The system is capable of providing line of bearing for GSM/UMTS/
CDMAZ2000/FRS signals. A band-specific antenna and laptop controller is needed to 01/27109
compliment the HOLLOWPOQINT system and completes the ground based system. |
I

(SISIIREL) HOLLOWPOINT SDR Platform and Antenna

(S/ISl) The ENTOURAGE application leverages the 4 Software Defined Radio

(SDR) units in the HOLLOWPOINT platform. This capability provides an "Artemis- . . . .
like" capability for waveforms of interest (2G,3G,others). The ENTOURAGE
application works in conjunction with the NEBULA active interrogator as part of the ... . '
Find/Fix/Finish capabilities of the GALAXY program.
# (SIISIIREL) Features: # (S//SIIREL) Enclosure: '. ..
= Software Defined Radio System *1.8'Hx8.0Wx80D
* Operating range 10MHz — 4GHz * Approximately 3 Ibs . . . .
= 4 Receive paths, all synchronized * 15 Watts . . .
* 1 Transmit path * Passively cooled
* DF capability on » (SIISIIREL) Future Developments: . .
GSM/UMTS/CDMA2000/ FRS o WIMAX
signals i
* WiFi
* Gigahit Ethernet
*LTE

* Integrated GPS
* Highly Mobile and Deployable

Status: The system is in the final testing stage and Unit Cost: $70K
will be in production Spring 09,

poc: I . 32242, IR -:— Nsa.1C.0ov Derived From: NSAICSSM 1-52

Dated: 20070108
Declassify On: 20320108
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GENESIS — ycTpoiicTBO A paAM03JIeKTPOHHOMN pa3BeKU Ha OCHOBE MOU(UIIIPOBAHHOTO
coroBoro Ttenedona cranaapra GSM. [IpeqHazHaueHO AJIs TOMCKA U aHAJTN3a COTOBBIX CEeTEeH, a
TaKXe ONpeeTIeHNs PACIoIoXKeHHs Tese(oHOB 1eneil. FiMeeT BO3MOXKHOCTb 3allucu
PaaMOYacTOTHOTO CIIEKTPa BO BHYTPEHHIOKO IMaMsTh, 00beM KOTOpO# cocraiseT 16GB.

GENESIS

Covert SIGINT Transceiver

SECRET//COMINT/REL TO USA, FVEY

(SHSIIREL) Commercial GSM handset that has been modified to include a -
Software Defined Radio (SDR) and additional system memory. The internal SDR
allows a witting user to covertly perform network surveys, record RF spectrum, or 01/27109
perform handset location in hostile environments. |
I

(SIISIIREL) GENESIS Handset . ..

(S//SI//REL) The GENESIS systems are designed to support covert operations in

hostile environments. A witting user would be able to survey the local environment . . . .
with the spectrum analyzer tool, select spectrum of interest to record, and download

the spectrum information via the integrated Ethernet to a laptop controller. The ' . . . '
GENESIS system could also be used, in conjunction with an active interrogator, as the
finishing tool when perfarming Find/Fix/Finish operations in unconventianal . . . .
environments.

» (SIISIIREL) Features: » (SIISIIREL) Future Enhancements: . . . .
* Concealed SDR with Handset * 3G Handset Host Platform
Menu interface * Additional Host Platforms . . .

* Spectrum Analyzer Capability « Increased Memory Capacity . .
*FindEhyEini Capaniiy « Additional Find/Fix/Finish

* Integrated Ethernet Capabilities
= External Antenna Port * Active Interrogation Capabilities
* Internal 16 GB of storage

* Multiple Integrated Antennas

Status: Current GENESIS platform available. Unit Cost: $15K
Future platforms available when developments are

completed.

roc: I . 32242, - nsa.ic.qo Derived From: NSA/CSSM 1-52

Dated: 20070108
Declassify On: 20320108
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NEBULA — nopratuBHas 6a3oas cranius ais ceteit GSM, UMTS, CDMA2000. ITo3omnsieT
NIPOBOJIUTH MEPEXBAT I0JI0Ca U JaHHBIX.

SECRET//ICOMINT//REL TO USA, FVEY

NEBULA

Base Station Router

(SHSIIFVEY) Multi-Protocol macro-class Network-In-a-Box (NIB) system.
Leverages the existing Typhon GUI and supports GSM, UMTS, CDMA2000 01/27109
applications. LTE capability currently under development.

N . [
(S”Sl”REL) Operatlonal » (SNSIIREL) Enclosure:
Restrictions exist for equipment *8.5'H x 13.0'W x 16.5"D
deployment. * Approximately 45 Ibs
* Actively cooled for extreme
environments
# (SHSIIREL) NEBULA System Kit:
* NEBULA Systemn
* 3 Interchangeable RF bands ...
> (SHSIIREL) Features: ¢ ACIDC: power convarier
Byl Barir i « Antenna to support MS, GPS, . .. .
% WIFI, & RF
* EGSM 900MHz
* LAN, RF, & USB cables .....
* UMTS 2100MHz ;
* Pelican Case
* CDMAZ2000 1900MHz
* (Field Kit anly) Control Laptop . . . .
* Macro-class Base station and Accessories
* Optional Battery Kits # (SIISIIREL) Separately Priced Options: . . . .
* Highly Mobile and Deployable * 1500 WH Lilon Battery Kit . . .
* Integrated GPS, MS, & 802,11 # (SIISIW/REL) Base Station Router Platform:
» \loice & High-speed Data * Multiple BSR units can be . .
= interconnected to form a macro network
#(SIISIIREL) Advanced Features: using 802.3 and 802.11 back-haul.
* GPS — Supporting NEBULA * Future GPRS and HSDPA data
applications

service and associated applications

* Designed to be self-configuring
with security and encryption features

* B02.11 - Supports high speed
wireless LAN remote command and
control

Status: Unit Cost: $250K

Derived From: NSA/ICSSM 1-52
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TYPHON HX — nopraruBHas 6a3zoBas cranmus st cereid GSM (850/900/1800/1900). Umeer
MOJIHYIO MOJAEPKKY MpoTokoaa GSM u ynpapieHus BbI30BaMU. TaKTUUECKHI 3JIEMEHT
PaIHO3TIEKTPOHHON pa3BEIKU.

SECRET//ICOMINT/REL TO USA, FVEY

TYPHON HX

GSM Base Station Router

(SIISIIFVEY) Base Station Router - Network-In-a-Box (NIB) supporting GSM

bands 850/900/1800/1900 and associated full GSM signaling and call control. 06/20/08

1 e s B e, I

i

e B

1
I
I
I
1
1
I
I
1
I
1
.

Typhon BSR . . .

(SIISIIFVEY) Tactical SIGINT elements
use this equipment to find, fix and finish - == . .. .
targeted handset users. s 2
(Slis]) Target GSM handset registers with e I . . . . '
BSR unit. e i A

U R e — — e oy |

[T [ —
(S/iSl) Operators are able to geolocate u u_; ® om oM o%ou Mo o . . . .
registered handsets, capturing the user.

Typhon Hx Priced Options
Duration FFF COST ea.

(SIHSIFREL) The macro-class Typhon is a Network-In-a-

Box (NIB), which includes all the necessary architecture to Daliverakle

suppart Mohile Station call processing and SMS
messaging in a stand-alone chassis with a pre-

| sdesss | 17500

Drder Code (& Teol Spare kii)

Trphen Medel'Color

provisioning capability. Hx3Blick (GEMESE)

GI004164 & GlO04140

Hxd Grews (GSMEX0)

GIO0416] & GIO04137

Hxd Black (EGSMOC0)

G1003717 & GlD02643

(SHSIIREL) The Typhon system kit includes the amplified e

GIO03726 & G1O02037

Typhon system, OAM&P Laptop, cables, antennas and Fx10 Bl (DCS1100)

GlIO04 165 & Glo0414]

ACIDC power supply. Hx|&/'Green (DCS1B00)

GIO04162 & GlO04138

Hx19Black (PCII20)

Glo04166 & GlOD4142

Ml Greea (FCS1H00)

GIO041ED & GlOp410S

(UNFOUO) An 800 WH Lilon Battery kit is offered
separately.

(U) A bracket and mounting kit are available upon
request.

(U) Status: Available 4 mos ARO

(SNSIIREL) Operational Restrictions
exist for equipment deployment.

POC: I 32242, I [ . cov

Derived From: NSA/CS5M 1-52
Dated: 20070108
Declassify On: 20320108
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WATERWITCH — nopTaTtuBHBIN pUOOD IS OTIPEIEICHUs] KOOPIUHAT IEJIEBBIX TeIe(OHOB B
paznyce IeHCTBUS.

TOP SECRET//COMINT/REL TO USA, FVEY

WATERWITCH
Handheld Finishing Tool

(S//Sl) Hand held finishing tool used for geolocating targeted handsets 07/30/08
in the field. |
|

(S/ISI) Features:

» Split display/controller for
flexible deployment
capability

e External antenna for DFing
target; internal antenna for
communication with active ...
interrogator

eMultiple technology ) . .. .
Capabmty based on SDR (SIIS1) WATERWITCH Handset DF Set . . . . .
Platform; currently UMTS, with GSM and CDMA2000 under

development . . . .

e Approximate size 3" x 7.5" x 1.25" (radio), 2.5" x 5" x 0.75" ....

(display); radio shrink in planning stages

e Display uses E-Ink technology for low light emissions ...
(S/IS1) Tactical Operators use WATERWITCH to locate ..

handsets (last mile) where handset is connected to Typhon or

similar equipment interrogator. WATERWITCH emits tone and
gives signal strength of target handset. Directional antenna on

unit allows operator to locate specific handset.

Status: Under Development. Available FY-2008  Unit Cost:
LRIP Production due August 2008

poc: I . 32242, N, I - <. i< cov

Derived From: NSA/ICSSM 1-52
Dated: 20070108
Declassify On: 20320108
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DROPOUTIJEEP — nporpammuas 3axmnaika aiast Apple iPhone i0OS npo3Bossier noay4yutsb
yAaJeHHbIH gocTyn K Tenedony nocpeactsoM SMS niau GPRS-noakrouenus. [ ycraHOBKH
Oexopa Hy)KeH (QU3NIECKUI JOCTYI K YCTPOWCTBY, BO3SMOXXHOCTbD y/IaJIC€HHOW yCTaHOBKH
3aIJIaHUPOBAHA B CIECAYIOIINX PEIU3ax.

TOP SECRET/COMINT//REL TO USA, FVEY

DROPOUTJEEP

ANT Product Data

(TS/ISI//REL) DROPOUTJEEP is a STRAITBIZARRE based software implant for —
the Apple iPhone operating system and uses the CHIMNEYPOOL framework.
DROPOUTJEEP is compliant with the FREEFLOW project, therefore it is supported 10/01/08
in the TURBULENCE architecture. |

NSA ROC Encrypt and send
operator = exfil data
k.
h 4
Load specified Retrieves
module requested

l SIGINT data ...

Send data request iPhone accepts . . . .

— request

(UIIFOUO) DROPOUTJEEP - Operational Schematic . . . .
(TS/HSI/REL) DROPOUTJEERP is a software implant for the Apple iPhone that . . . .
utilizes modular mission applications to provide specific SIGINT functionality. This
functionality includes the ability to remotely push/pull files from the device, SMS
retrieval, contact list retrieval, voicemail, geolocation, hot mic, camera capture, cell . . .

tower location, etc. Command, control, and data exfiltration can occur over SMS
messaging or a GPRS data connection. All communications with the implant will be . .
covert and encrypted.

(TS//SINREL) The initial release of DROPOUTJEEP will focus on installing the
implant via close access methads. A remote installation capability will be pursued
for a future release.

Unit Cost: $0

Status: (U) In development

poc: urFouo . s32222, [ - o oo

Derived From: NSA/CS5M 1-52
Dated: 20070108
Declassify On: 20320108
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GOPHERSET — nporpammuas 3aknaaka aias SIM-kapt GSM. [1o3BosnsieT oTpaBUTh
TeneoHHyro KHUTY, SMS 1 nHdopmaiuio o BbI30Bax TenedoHa e Ha MpeonpeaeIeHHbINR
HoMmep SMS. 3arpy3ka Ha KapTy Bo3MokHa 1100 uepe3 USB, 6o mo Bo3ayxy. B o6omx
CIIyYasiX JJisl yCTAaHOBKHM MOTYT MOTPe0OBaThCs KITIOUH Ui JocTyna K SIM-kapTe ucnonb3yembie
OIepaToOpOM COTOBOM CBSI3H.

TOP SECRET//COMINT/REL TO USA, FVEY

GOPHERSET
ANT Product Data

(TS/ISI/REL) GOPHERSET is a software implant for GSM (Global System for —_
Mobile communication) subscriber identify module (SIM) cards. This implant pulls
Phonebook, SMS, and call log information from a target handset and exfiltrates it to 10/01/08
a user-defined phone number via short message service (SMS).

GOPHERSET on
SIM

Fill SMS with Encrypt SMS
Data >

Y

-~

Decrypts Trigger

A 4

Retrieve Send SMS . ..
¥ Requested Info
Parse Instructions / . . . .

{UIFOUO) GOPHERSET - Operational Schematic . . . .

(TS/ISII/REL) Modern SIM cards (Phase 2+) have an application program interface . . . .
known as the SIM Toolkit (STK). The STK has a suite of proactive commands that

allow the SIM card to issue commands and make requests to the handset.
GOPHERSET uses STK commands to retrieve the requested information and to . . .
exfiltrate data via SMS. After the GOPHERSET file is compiled, the program is
loaded onto the SIM card using either a Universal Serial Bus (USB) smartcard . .
reader or via over-the-air provisioning. In baoth cases, keys to the card may be
required to install the application depending on the service provider's security
configuration.

Unit Cost: $0
Status: (U//FOUQ) Released. Has not been deployed.

poc: u/FouUC [ 32222 I -2 oo

Derived From: NSA/ICSSM 1-52
Dated: 20070108
Declassify On: 20320108
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MONKEYCALENDAR- nporpammHas 3aknagka ains SIM-kapt GSM. OtnpasisieT B
3aM(pPOBAaHHOM BHJIE KOOPJMHATHI Tese(OoHa eIl Ha IpeonpeaesieHHbIi Homep SMS.
Texnonorus ycranoBku anagoruuna GOPHERSET.

TOP SECRET//COMINT/REL TO USA, FVEY

MONKEYCALENDAR
ANT Product Data

(TS/HSI/REL) MONKEYCALENDAR is a software implant for GSM (Global System |
for Mobhile communication) subscriber identify module (SIM) cards. This implant
pulls geolocation information from a target handset and exfiltrates it to a user- 10/01/08
defined phone number via short message service (SMS). |

[

TOP SECRET/COMINT

Handset with MOMNKEYCALENDAR MOMNKEYCALENDAR
implanted SIM issues Get Location Info encrypts location info
card staris up command to handset data
MONKEYCALENDAR Handset MONKEYCALENDAR
sits idle waiting for TRLINS commands handset to
trigger Incation info send encrypted data
+ via SMS . ..
MONKEYCALENDAR +
receives location info | —
Handset sends out
from handset encrypted SMS . . . .

Handset idle I . . .

TOP SECRET/COMINT . . . .

(UIIFOUO) MONKEYCALENDAR - Operational Schematic . . . .

(TS/HSI//REL) Modemn SIM cards (Phase 2+) have an application program interface . . .
known as the SIM Toolkit (STK). The STK has a suite of proactive commands that

allow the SIM card to issue commands and make requests to the handset.
MONKEYCALENDAR uses STK commands to retrieve location information and to . .
exfiltrate data via SMS. After the MONKEYCALENDAR file is compiled, the
program is loaded onto the SIM card using either a Universal Serial Bus (USB)
smartcard reader or via over-the-air provisioning. In both cases, keys to the card
may be required to install the application depending on the service provider's
security configuration

Unit Cost: $0

Status: Released, not deployed.

poc: u/Fouo . s32222. I ) - ooy

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108
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PICASSO- mogudumnmpoBanusiii Tenedon cranmapra GSM npenHa3sHauYeHHBIN A1 cOopa
MOJIb30BaTENbCKUX JAHHBIX, 3aMMCH 3BYKa B IOMEIICHUH U OTCJICKUBAHUA(TIO TAHHBIX O
0a30BbIX CTAHIMX). YTIpaBJICHUE U Mepeada JaHHBIX OCYIIECTBISETCS mocpeicTBoM SMS.

PICASSO

GSM HANDSET

(S/ISIIREL) Modified GSM (target) handset that collects user data, location
information and room audio. Command and data exfil is done from a laptop and
regular phone via SMS = (Short Messaging Service), without alerting the target. 06/20/08

SECRET//COMINT//REL TO USA, FVEY

(SlISl) Target Data via SMS:

* Incoming call numbers T

= Qutgoing call numbers / T

» Recently registered networks

* Recent Location Area Codes (LAC) e e s

+Cell power and Timing Advance iy o e

information (GEO) Coimed | e . . .
*Recently Assigned TMSI, IMSI 0 e e

*Recent network authentication e

challenge responses ' . . .

+ Recent successful PINs entered into (SIIS1) PICASSO Operational Concept
the phone during the power-on cycle . . . . .

*SW version of PICASSO implant

+' Hot-mic’ to collect Room Audio (S'l',lSII{REL] Uses ir_lclude AcoH ....
+ Panic Button sequence (sends location valldathn and tracking and target

information to an LP Operator) templating. Phone can be hot

= Send Targeting Information (i.e. mic'd and has a “Panic Button” ....
current IMSI and phone number when it key sequence for the witting user.

is turned on - in case the SIM has just . . .

been switched).
+Block call to deny target service. Status: 2 weeks ARO (10 or less) . .

Unit Cost: approx $2000

] Q '

Derived From: NSAICSSM 1-52
poC: I 532242, _- sa.ic.qov

Dated: 20070108
SECRET//ICOMINT//REL TO USA, FVEY

EG T8O C+

(S/ISII/REL) Handset
Options
«Eastcom 760c+
*Samsung E600, X450

*Samsung C140
=(with Arabic keypadflanguage option)

Declassify On: 20320108



TOTECHASER — nporpammuas 3aknaaka(mon Windows CE) uist qByxanana3oHHOTO(CITY THUK
u GSM) renedona Thuraya 2520. ITo3BosieT MOMy4YUTh MOIb30BATEIBCKHE JaHHBIE OT
Tenedona 1enu uepes ckpeiteie SMS uepes cryTHUKOBBIN nian GSM kaHai.

TOP SECRET//COMINT/REL TO USA, FVEY

TOTECHASER

ANT Product Data

(TSHSINREL) TOTECHASER is a Windows CE implant targeting the Thuraya 2520
handset. The Thuraya 2520 is a dual mode phone that can operate either in SAT or  ~ |
GSM modes. The phone also supports a GPRS data connection for Web browsing,
e-mail, and MMS messages. The initial software implant capabilities include

providing GPS and GSM geo-location information. Call log, contact list, and other |
user information can also be retrieved from the phone. Additional capabilities are |

being investigated.
\& HVT

TOP SECRET/S1/20291123

10/01/08

S T ower
Thiraya/GSM 5 GEM Network

Phone GPS - Current Fix , Last Fix, Last 10
GSM - MCC, MNC, LAC, Timing Ady
I

Identity - IMSI, IME]

Call Log - Out, In, Misscd
Contact List - Hames, Phone Numbears

Collection TOP SECRET/S1/20291123

{UIFOUO) TOTECHASER - Operational Schematic . . . .
(TS/HSIVREL) TOTECHASER will use SMS messaging for the command, control,
and data exfiltration path. The initial capability will use covert SMS messages to ....
communicate with the handset. These covert messages can be transmitted in
either Thuraya Satellite mode or GSM mode and will not alert the user of this . . .
activity. An alternate command and control channel using the GPRS data
connection based on the TOTEGHOSTLY implant is intended for a future version. . .

(TS/HSI/REL) Prior to deployment, the TOTECHASER handsets must be modified.
Details of how the phone is modified are being developed. A remotely deployable
TOTECHASER implant is being investigated. The TOTECHASER system consists
of the modified target handsets and a collection system.

(TS/SII/REL) TOTECHASER will accept configuration parameters to determine
how the implant operates. Configuration parameters will determine what information
is recorded, when to collect that information, and when the information is exfiltrated.
The configuration parameters can be set upon initial deployment and updated
remotely.

Unit Cost: $

Status:

Derived From: NSA/CSSM 1-52

y N Dated: 20070108
POC: UHFOUO_, 532222-_-3- yioe sy chlassifyl;n: 20320108
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TOTEGHOSTLY 2.0 — nporpammHast 3aKJIajika Ui OTiepanuoHHoi cuctembl Windows
Mobile. O6nanaer 6oraTbiM (YHKIHOHAIOM M MTO3BOJISET MOJYUYUTh MOJHBIN TOCTYH K
TenedoHy. YpaBieHre BO3MOXKHO Kak rmocpeactBoM SMS Ttak u uepe3 GPRS-coennnenue.

TOP SECRET//COMINT/REL TO USA, FVEY

TOTEGHOSTLY 2.0
ANT Product Data

(TS/HSI//REL) TOTEGHOSTLY 2.0 is a STRAITBIZARRE based implant for the
Windows Mobile embedded operating system and uses the CHIMNEYPOOL

framework. TOTEGHOSTLY 2.0 is compliant with the FREEFLOW project, 10/01/08
therefore it is supported in the TURBULENCE architecture.

TOP SECRETICOMINTIIREL

Target Device

\
\ ROCLowside | ...
-
\\ /,/\/ \
.
e \ ROCHighside | ....
5, Fi

L -~

;;;LT.'JUOMINT.UHEL . . . . .

(UNIFOUO) TOTEGHOSTLY - Data Flow Schematic . . . .
(TS/HSIVREL) TOTEGHOSTLY 2.0 is a software implant for the Windows Mobile
operating system that utilizes modular mission applications to provide specific . . . .
SIGINT functionality. This functionality includes the ability to remotely push/pull files
from the device, SMS retrieval, contact list retrieval, voicemail, geolocation, hot mic, .. .
camera capture, cell tower location, etc. Command, control, and data exfiltration
can occur over SMS messaging or a GPRS data connection. A FRIEZERAMP
interface using HTTPSIink2 transport module handles encrypted communications. . .

(TS/SI/REL) The initial release of TOTEGHOSTLY 2.0 will focus on installing the
implant via close access methads. A remote installation capability will be pursued
for a future release.

(TS/SI/REL) TOTEGHOSTLY 2.0 will be controlled using an interface tasked
through the NCC (Network Control Center) utilizing the XML based tasking and data
forward scheme under the TURBULENCE architecture following the TAO GENIE
Initiative.

Unit Cost: $0

Status: (U) In development

poc: uyFouc R 32222 N 2 oo e St 20070108

Declassify On: 20320108
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CTX4000 mpencrapinseT co00i MOPTATUBHBINA U3TydaTelb HEIPEPHIBHOIO AEHCTBUS,

npe€aHasHa4YCH JJIA MOACBETA LCJICBLIX CUCTEM IJI MOJTYUYCHUA JAaHHBIX OT YCTAHOBJICHHBIX TaM

3aknagok. [Ipenmectsennuk PHOTOANGLO.

(TS/ISI//REL TO USA,FVEY) The CTX4000 provides the means to collect signals

TOP SECRET//COMINT//REL TO USA, FVEY

(TS/HSI/REL TO USA,FVEY) The CTX4000 is a portable continuous wave (CW)_
radar unit. It can be used to illuminate a target system to recover different off net
information. Primary uses include VAGRANT and DROPMIRE collection.

CTX4000

ANT Product Data

8 Jul 2008

that otherwise would not be collectable, or would be extremely difficult to collect
and process. It provides the following features:
Frequency Range: 1 - 2 GHz.
Bandwidth: Up to 45 MHz
Output Power: User adjustable up to 2 W using the internal amplifier; external
amplifiers make it possible to go up to 1 kW.
Phase adjustment with front panel knob
User-selectable high- and low-pass filters.
Remote controllable
Outputs:
Transmit antenna
I & Q video outputs
DC bias for an external pre-amp on the Receive input connector
Inputs:
= External oscillator
* Receive antenna

Unit Cost: NIA

Status: unit is operational. However, it is reaching the end of its service life. It is

scheduled to be replaced by PHOTOANGLO starting in September 2008.

roc: . 5322+ . I . .o

Derived From:

NSAICSSM 1-52
Dated: 20070108

Declassify On: 20320108
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LOUDAUTO — anmapatnas 3akianka. CpadaThIBaeT «Ky4oK» IpU O0IyYEHUH CIIEIIHATBLHBIM
CHTHAJIOM, NIepe/iaBasi B OTPAKCHHOM PaIMOCUTHAJIE 3BYK U3 TIOMELICHUS, B KOTOPOM OH
YCTaHOBJIEH.

TOP SECRET/COMINT//REL TO USA, FVEY

LOUDAUTO

ANT Product Data

(TS//SI//REL TO USA FVEY) Audio-based RF retro-reflector. Provides room 07 Apr 2009
audio from targeted space using radar and basic post-processing.

(U) Capabhilities

(TS//ISINREL TO USA,FVEY) LOUDAUTO's
current design maximizes the gain of the
microphone. This makes it extremely useful for
picking up room audio. It can pick up speech at

a standard, office volume from over 20' away.
(NOTE: Concealments may reduce this distance.)
It uses very little power (~15 uA at 3.0 VDC), so
little, in fact, that battery self-discharge is more of
an issue for serviceable lifetime than the power . ..
draw from this unit. The simplicity of the design

allows the form factor to be tailored for specific . .. .
operational requirements. All components at

COTS and so are non-attributable to NSA. .... '

(U) Concept of Operation
TS/SI/REL TO USA,FVEY) Room audio is picked up by the microphone and .. ..
converted into an analog electrical signal. This signal is used to pulse position

modulate (PPM) a square wave signal running at a pre-set frequency. This . . . .
square wave is used to turn a FET (field effect transistor) on and off. When

the unit is illuminated with a CW signal from a nearby radar unit, the ...
illuminating signal is amplitude-modulated with the PPM square wave. This

signal is re-radiated, where it is picked up by the radar, then processed to ..

recover the room audio. Processing is currently performed by COTS
equipment with FM demodulation capability (Rohde & Schwarz FSH-series
portable spectrum analyzers, etc.) LOUDAUTO is part of the
ANGRYNEIGHBOR family of radar retro-reflectors.

Unit Cost: $30

Status: End processing still in development

PocC: I s:224: L - o oo
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NIGTHWATCH — cucrema Ha 6a3e mOpTaTUBHOTO KOMITbIOTEpA MpeHa3HAYCHHAsS IS
00pabOTKM CUTHAJIOB OT MOHHUTOpA 1iesu. CUrHal MOXKET MOCTYIaTh KaK OT CUCTEM cOopa
uHpopmanuu(aamnpumep, or CTX4000 nmn PHOTOANGLO npu moyicBeTe 3aKkiIaKu B
Buneokabene RAGEMASTER), Tak u oT npueMHHKa 00111ero Ha3HAYCHHUS.

TOP SECRET//COMINT/REL TO USA, FVEY

NIGHTWATCH

ANT Product Data

(TS/SI/REL TO USA,FVEY) NIGHTWATCH is a portable computer with
specialized, internal hardware designed to process progressive-scan (non- 24 Jul 2008
interlaced) VAGRANT signals. |

(U) Capability Summary

(TSHSIIREL TO USA,FVEY) The current
implementation of NIGHTWATCH consists of
a general-purpose PC inside of a shielded
case. The PC has PCI digitizing and clock
cards to provide the needed interface and
accurate clocking required for video
reconstruction. It also has:

= horizontal sync, vertical sync and video
outputs to drive an external, multi-sync

monitor.

*video input ) o ) ....

» spectral analysis up to 150 kHz to provide for indications of harizontal and

vertical sync frequencies

= frame c:‘;pture gnd forwarding . . . . .
» PCMCIA cards for program and data storage . . . .

= horizontal sync locking to keep the display set on the NIGHTWATCH display.

= frame averaging up to 216 (65536) frames. ....

(U) Concept of Operation
(TS/ISIW/REL TO USA,FVEY) The video output from an appropriate collection ...
system, such as a CTX4000, PHOTOANGLO, or general-purpose receiver, is
connected to the video input on the NIGHTWATCH system. The user, using the ..
appropriate tools either within NIGHTWATCH or externally, determines the

horizontal and vertical sync frequencies of the targeted monitor. Once the user
matches the proper frequencies, he activates “Sync Lock" and frame averaging
to reduce noise and improve readability of the targeted monitor. If warranted, the
user then forwards the displayed frames over a network to NSAW, where
analysts can look at them for intelligence purposes.

Unit Cost: NIA

Status: This system has reached the end of its service life. All work concerning
the NIGHTWATCH system is strictly for maintenance purposes. This system is
slated to be replaced by the VIEWPLATE system.

poc: IR 23, I W < .o

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY



PHOTOANGLO — ynyunieHHbIH U31y4yaTelb HENPEePbIBHOTO AEUCTBUS, IPEIHA3HAYECH [
IIOJICBETA IEJIEBBIX CUCTEM U MOJIYUYEHHUs JaHHBIX OT YCTAHOBIIEHHBIX TaM 3akiaJok. bonee
nopraTtuseH, yeM CTX4000.

TOP SECRET/COMINT//REL TO USA, FVEY

PHOTOANGLO

ANT Product Data

(TSHSI/REL TO USA,FVEY) PHOTOANGLO is a joint NSA/GCHQ project to
develop a new radar system to take the place of the CTX4000. 24 Jul 2008

|
(U) Capabilities '
(TS/SI/REL TO USA FVEY) The planned capabilities for this system are:
*Frequency range: 1 - 2 GHz, which will be later extended to 1 - 4 GHz.
sMaximum bandwidth: 450 MHz.

«Size: Small enough to fit into a slim briefcase.

*Weight: Less than 10 Ibs.

sMaximum Output Power: 2 W

=Output:

*Video

«Transmit antenna . ..
Inputs:

«External oscillator ' .. .
*Receive antenna

(U) Concept of Operation . . . . .
(TS//SIIREL TO USA,FVEY) TS//SI//REL TO USA,FVEY) The radar unit . ..
generates an un-modulated, continuous wave (CW) signal. The oscillator is .

oscillator. The unit amplifies the signal and sends it out to an RF connector,
where it is directed to some form of transmission antenna (horn, parabolic dish,
LPA, spiral). The signal illuminates the target system and is re-radiated. The ...
receive antenna picks up the re-radiated signal and directs the signal to the
receive input. The signal is amplified, filtered, and mixed with the transmit ..
antenna. The result is a homodyne receiver in which the RF signal is mixed
directly to baseband. The baseband video signal is ported to an external BNC
connector. This connects to a processing system, such as NIGHTWATCH, an
LFS-2, or VIEWPLATE, to process the signal and provide the intelligence.

either generated internally, or externally through a signal generator or cavity ....

Unit Cost: $40k (planned)
Status: Development. Planned IOC is 1st QTR FY09.

Poc: I 32243 I 2 =2 c oo
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TAWDRYYARD — munnatiopHslil paguoMask, cpabaTbIBaeT MpHU MOITYUYECHUH paAHMOCUTHAIa
OT CIEUUAIIN3UPOBAHHOTO M3iTydarens. Vcronb3yercs A IOUCKa MECT YCTAaHOBKHU APYTHUX
3aKJIaJI0K, TakuX Kak, Harpumep, RAGEMASTER.

TOP SECRET//COMINT//REL TO USA, FVEY

TAWDRYYARD

ANT Product Data

(TS/HSI//REL TO USA,FVEY) Beacon RF retro-reflector. Provides return 07 Apr 2009

when illuminated with radar to provide rough positional location. |
I

(U) Capabilities
(TS/HSI/REL TO USA,FVEY) TAWDRYYARD is 32NDS
used as a beacon, typically to assist in locating 8 16

and identifying deployed RAGEMASTER units. i 12 20
Current design allows it to be detected and located
quite easily within a 50' radius of the radar system
being used to illuminate it. TAWDRYYARD draws
as 8 pA at 2.5V (20pW) allowing a standard lithium
coin cell to power it for months or years. The
simplicity of the design allows the form factor to
be tailored for specific operational requirements.
Future capabilities being considered are return of
GPS coordinates and a unique target identifier and

automatic processing to scan a target area for . . . . .
presence of TAWDRYYARDs. All components are
COTS and so are non-attributable to NSA. .. ..

(U) Concept of Operation
(TS/SI/REL TO USA,FVEY) The board generates a square wave operating | [§ § )
at a preset frequency. This square wave is used to turn a FET (field effect

transistor) on and off. When the unit is illuminated with a CW signal, the ...
iluminating signal is amplitude-modulated (AM) with the square wave. This
signal is re-radiated, where it is picked up by the radar, then processed to ..

recover the clock signal. Typically, the fundamental is used to indicate the
unit's presence, and is simply displayed on a low frequency spectrum
analyzer. TAWDRYYARD is part of the ANGRYNEIGHBOR family of radar
retro-reflectors.

Unit Cost: $30

Status: End processing still in development

poc: I 22243, . I ) s:ic oo

Derived From: NSA/CSSM 1-52
Dated: 20070108
Declassify On: 20320108

TOP SECRET//COMINT//REL TO USA, FVEY

bruH... kyasel 6e4 To Teneps?
Ha nmyHe amepHKOCHI OBLIH, MapcC yKe MBITAIOTCS aKKYITUPOBATb. . .



Bpone x EBporie Tonpko coOuparoTcst I€TeTh. .. He MOACKaXKeTe KOraa CASAYIOIINI penc 10
EBpomnbi?
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solver

5 eBpans 2014 B 02:22
#

<_l

1

Hapon noxony He JOTYMKHUBAET, uyTo peub uaet o EBpone, cnytauke FOnurepa )
Hy na nagno...
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trublast
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ITouemy xe? Ho nozer Ha EBpomny Toxe upeBaT npobieMamMu ¢ KOMIbIOTEPHBIM
000py1I0BaHHEM, KOTOPOE «CJIMIIIKOM MHOTO JIUIITHETO Aenaet», oauH HAL9000 dero cTour.
P.S. no Bepcuu Knapka/Ky6puka ot 1968 roga, amepukaniis! k EBporne nonerenu eme B 2001r.
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P.S. U otBeuas Ha Borpoc: motoM 0611 peiic B 2010r (Ha 3TOT pelic BbI TOXKE OMO3JaJIN).
Cnenyronuii, BeposiTHO, B 20611
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Ouu 11oka 0oJiblie B A3HIO JIETAKOT.
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ftp27
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SPARROW II — 6k 6akcoB. Hexuio [u1st ycTpoHCTBa ¢ TAKUMH LIEJISIMU.
RAGEMASTER — 370 Bo0O1I€ HeuTo anTacTuuyeckoe. IHTEpecHO mocMOTpeTh Ha
TEXHOJIOTHIO U3TOTOBJICHUS TAKOTO. ..
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Dooez
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Oto Bce-Taku AHDB, oHM eHeT He ToKaJeIoT eCu TOHAI00UTCs, usb ITHYPKHU Y HUX BOOOIIE
110 20K 3a IITYKY BBIXOJST.
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olegkrasnov
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Bcnomumi 3maroycr.
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KurilkaRymin
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Ha ckoubko 51 cmor pasrisaaers, 3ToT RAGEMASTER cocrout n3 SMD Ttpansucropa, BUieH
YUTI-PE3UCTOP U KOHJEHCATOP (KOPUUHEBBIN CBEPXY) C IpoccesieM (KpacHas Criupajibka CHU3Y).
Hy u B nentpe, s Tak noHsu1, pezoHatop. CoBceM He (haHTACTHKA. A TEXHOJOTHS pydHas, TaK
Ha3bIBA€MbIii — HABECHOM MOHTAXK.
+1
Jem Jem
)

5 despanst 2014 B 02:03 (komMeHTapuil OBLIT U3MEHEH )
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VYaxkac
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braindrain
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Jlake mapaHOWKH TaKOTO HE OXKUJAJIN, HABEPHOE.
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PretorDH
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Crapbe 3-6 neTHel JaBHOCTH. ..

Celiyac Bce 3TO B pa3bl MOAHEEC, HAM AK€ HC CHUJIOCH TO, YTO MOZKCT COBPECMCHHAA TCXHUKA.

He c OyxTbI-0apaxThl BeIAyManu (ppasbl:
— B o6opynoBanuu npobiieM HeT — ecTh MpolIeMa B UALAX I1e 3TO IPUMEHSATD;



— To 4T0 pagoBsIe CrIENUATUCTHI MOTYT NPUAYMaTh 110 3ToMy nosony — YJKE peanuzoBaHo
1103aBY€Pa, MOPAJILHO YCTapeJIo BUEPA, a CETOHA ero AenaroT Kuraiel oTrpyxkas
KOHTEHHEPHBIMH NapTHsAMU BceM xkenaromuM 1 HE kenmarommm Toxe.

+3

DinoAsm
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Hpam, ucmionb30BaHbl BCe BEKTOPHI aTaKu, KOTOPBIE TOJIBKO MOYKHO NpUAyMaTh. Briopy
3aKyIaThCs [IAMIOYKaMHU U3 (OJIbTH.
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grizzli3k
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Maa, 1 HUYECTO 60.]'[66 yMHOFO YeM HIAIIOYKH U HC HpI/IHYMaCH_U: XKE
rajgeHbpKo KaK-TO CTaJIo
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DinoAsm
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Hy nouemy xe? Cronnman Beab npuayMadi: free open source software. J{s MmakcumanbHoO
«3aIMIIEHHOCTH Tyaa-ke: open hardware, onepcopcHsIit bios, pydHas, goiras ¥ MyTOpHast
NPOBEpKa BCeX KaOelei, MOHUTOPOB U T. J1., MOIIIHAsI KpunTorpadus Be3/e, rlie TOIBKO MOXHO.
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10ser140
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TOHBKO yGC,Z[I/ITeCL, YTO B HIAIIOYKE HeTy 3aKJIaKH.
+1
Ents
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Hy na, B ¢onbr'y moka 4uIiel He BCTPAMBAKOT. ..
0
Mischka
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3OTO BBl TaK AyMaere.
+7
webportal
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[Tomén pa3dupath MIHYPKH))))
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DinoAsm
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Jla, 1 MHe HaJ0 OyJeT Kak-TO HATH BpeMs U IPOBEPHUTH BCE, YTO TOJIBKO MOXKHO.
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zuborg
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Jlyumie rnsiHyTh cHauana Ha neHHUK. Kabens 3a 10K Bam HaBpsia nu nocranercs )
+2
khim
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Hy 10K — 310 Hacrosmas amepukanckas Bepcusi, opuruHai. Kutaiiipl HAaBEpHSAKa BBITYCKAIOT
ropaszo Oosee JemieBbie aHanoru!
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AYrm
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DTO CMOTPS KTO IJIATUT. A TO OBIBaeT Moa0epeIIb Kabelb, a TIe OH 10 ATOTO MOOBIBAI KTO
3HaeT?
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nochkin
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Hano pa3o0parb, mocTaBuTh Tyaa Linux v 3aCTaBUTH yIPABIATh MATAIONTUMHU CBETOIUOIAMHU.
+10



dvs
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WNHuTepecHo, a y HUX pacnpojaxu ObIBatOT?
+1

Virusmater
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[Ipsimo kak B punbmax npo Jxeitmca bonpa.

XKny pazsutus Bestueckoro Open Hardware nmocie takoro
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corvus
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Camoe knaccHoe B ucropuu ¢ AHb — 310 naxke He mo100HBINH TEXHUUECKUI yPOBEHb
OCHAII[CHHUS.

CaMoe KJ1acCHOE — 3TO BOT TaKoOeE:

[To nundopmarum HeMelKoi rpecchl, BamMHITOH OKOHYATENIbHO OTKa3aJIcs JaBath bepnuny
MMCbMEHHbIEC TAPAHTUH HE IUIMTMOHUTH BIIPEAb 32 WieHaMH npaButesbcTBa OPI

www.novoteka.ru/seventexp/8678915

ITonHas Oe3HAKA3aHHOCTE.
0
niksite
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A kakue rapantun Bbl oxuaaere? [locie npsimoit mxu O6amMbl 00 OTCYTCTBUU CIIEKKHU?
0
corvus
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A 9To g MOTy O)KI/II[aTL? S Tonpko CHKY U CMOTPRO Ha BCE 3TO C HECKOJIBKO OGaJ'I,I[CBH_II/IM
BHUIOM.

Jloruuecku-1o MoHATHO: «I"ope MoOek)IEHHOMY», HO KaK-TO BCE PABHO Yepe3 4yp.
+1
bubuq

5 denpans 2014 B 04:20
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Obama He ckazal, uTo cinexxku HeT. OH cka3ai, 4To OoJblie He OyAeT =)
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tgz
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U mennme Toxe.
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CHIbHO yIMBIICH, YTO HUYETO HE HAITMCAHO PO BCTPOSHHBIC 3aKJIAJIKA B BUHJIE, AaHIPOUIC U
noce. Moxer, He XOTAT HarHeTaTh?
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Virusmater
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ITo moBoxy Android u i0OS — nanHbIe 1OKyMeHTHI gatupoBansl 2007 u 2008 rogamu, Torna
na"Hble OS TONBKO NOSBUIMCH U 0CO00 MOIMYJISPHBIMU HE OBLIH.

CrpawHo nogymarts, uto B apceHasie y AHB nmeercs Ha 1aHHBII MOMEHT.
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khim
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51 abCoMOTHO YBEPEH, YTO HUUETO HE HAIMMCAHO MOTOMY 4TO UX HeT. OHO uM 3adueM? UToObI
TaKHe 3aKJIAJKU OBLIN U HE BHIMIIUBAIKCH IIPU PETYISAPHOM pedaKTOPHHTE KO/Ia HYKHO, YTOOBI
CJIMIIIKOM MHOTO JIFO/IeH mpo HUX 3Hano. He npumock 661 HUKakoro CHOyIeHA KIaTh, KTO-
HUOYIb ObI 0053aTEIHHO IPOTOBOPHUIICS.

Kyna nporie u HanéxHee NCIONIb30BaTh YA3BUMOCTH. Jailbreaker'sl perynsipHO HAXOIAT UX C
TPOTaTEeIbHON PETYIAPHOCTBIO, HEYKEIU KTO-TO AyMaeT, 4To cnenuanuctel AHB rimynee?
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Kakoii pedakropunr, ay?!!.. momapistomiee OOIBITHHCTBO 000PYIOBAHMS HIET C TOHHAMH
OMHapHBIX 0J000B, HAUMHAS C APAHBEPOB U KOHYAST COPTOM OT MPOHU3BOIUTENS (U 3TO 5 €IS
MOJIIy TpO OJI00BI OT TYTJIA).

Ecnu y Bac ecth xoportiee, HOTHOCTBIO OTIEHCOPC (XOTs ObI cOPT) 000pYI0BaHUE C TIOIECPIKKOM
android/linux 1 HOpMankHOM PabOTON CEHCOPHOTO FKpaHa, OECIIPOBOAHBIX Moaye u 3D-
akcenepaTtopa, Oy1y paj yCIbIIIaTh.
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U Tenepb CTAaHOBHUTCS IOHSTHO TIOYEMY CTapbIii COBETCKHI TeIe(OH Ha CTOJIC Y BBICOKUX
yuHOB. Bee ocTanbsHOe — He 0€30I1acHO.
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DinoAsm
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He-a, crapeiit TenedoH He 6€30MaceH TOUHO TaK-)Ke. YiKe ObUT TPOJEMOHCTPUPOBAH B3JIOM
mudpa, KOTOPBIM UCTIOIB3yeTcs 1o cTanaapty GSM Ha eTy, 4To JaeT BO3MOKHOCTD CITyIIaTh
3BOHKU. [IpaBaa, Xakep, MpoAEeMOHCTPUPOBABIIHI 3TO, B MAOJIMK CBOW TPY/ TaK M HE BBUIOKUI U
S CYMTAI0, YTO B JAHHOM CJIy4ae 3TO MPaBWIbHO. 3a MoJ rojaa 6ary nouKCUTh TOYHO HE CMOTYT,
TaK 3a€M MOJAKAPMIIMBATh CKPUIIT-KHUJIJUC.
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He ouens nonsut, npu uem Tyt GSM. HeT BO3MOXHOCTH BBIIOKHUTH (HOTO CTAPOTO COBETCKOTO
IPOBOJHOIO TeJe(OHA — BBUIOKUTE KTO-HUOY/Ib, OPTAHUYHO BIMILIETCA B 3TOT TONMHUK. TOT, 4TO
C «KpYyTJIBIM» HA0OpOM.
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melervand
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Wwmenuch B BULy BOOOT Takue Tesie(oHbl, KOTOpbIE Ha 3aHEM (poHe:

+2
KurilkaRymin
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Mexay npodnm, 3TH Tene(oHbI paHbIlle UMEITH BHYTPEHHHI 30JI0TOM SKpaH.
+13
Sakura
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Ocraetcst TOJIbKO HalucaTh UM MPUBET :)
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zabtech
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He daxt, uro B BameM Make HET JOPOTUX MOJIAPKOB OT JIIOJICH B YSPHOM.
+4

GamePad64
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Tak mo3ToMy OH ¥ IMUIIET B TEKCTOBOM peAaKkTope, a He B Mail. Bc€ paBHO mpouuTaror :)
0

PretorDH
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Jloporumu oHM OBLITM Ha ATane pa3paboTku. B Make OHU CTOAT LIEHTHI.
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Sauron
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A s He TIepeXMBa0 — BPSII-TIU 51 HACTOJIbKO BakeH uTo0 AHDB BHenpsiino mue xyuku 1o 40K
0aKCoB 3a IITYKY, J1a ¥ «IO3THIK METaThCs» — MBUIO TO Moe U Tak Bce y ['yria B Gmail,
nToKyMeHThI TaM ke uiu B 1Cloud, ¢porouku B Flickr, 6moroBus B FB u T.1.

Menst ropaszio 0oJbllie HanpsraeT MeCTHOE MPaBUTEIBCTBO HIMOTOB U MECTHBIE CHIIOBUKH
(JIMYHBINA COCTaB KOTOPBIX, MOHATHOE AEII0, TOXKE JAJIEKO HE M3 T€HUEB) — CHUU TOBAPHUIIH MOTYT
HaBPEIUTh TOpa3/io OOJIbIIE 1a)kKe HEHAPOKOM (COUTH Ha MENIeX0JHOM IO IbsIHHU WA BPOJE
toro). Jlo 605311 3aMopcKkux xyukoB 3a 40K GakcoB erie JopacTy HYXKHO.
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shifttstas
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XKnewm aktuBHOTO passutus OpenHardware
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Halt
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[TpoGiema B TOM, YTO Jaske MOIHOCTHIO OTKpbITOe [10, BKyIE C OTKPBITBHIM XKeNe30M He ATy T
rapaHTuu 6€30MacHOCTH. MUKpPOCXEeMbI HaJI0 HEe MPOCTO CIPOESKTUPOBATh, HO U CO3/1aTh
auTorpaduyecKue MacKy M B KOHIIE KOHIIOB TPOM3BECTH HA CBET. A TYT yKe 3aJIeHCTBYIOTCS
NOTEHIMAJIBHO HeOe30macHbIe padpuku. Vimes: HeorpaHHYeHHBIE MaTepHaIbHBIE PECYPCHI,
MOYHO U B YHII 3aKJIaJJKy BHEIPUTh, KOTOPYIO YK€ BEIYMCIHUTH MPAKTHIECKN HEPEATBHO.
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ivlis
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EcTb ke cpaBHEeHHs ¢ 00pa31ioM, MPOCBEYUBAEM CITy4ailHO BHIOPAHHYIO0 MUKPOCXEMY U
CpaBHHBAEM.
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DTO0 TOJIBKO Ha CJIOBAX KPACHBO 3BYYHT. B pealbHOCTH COMPSIKEHO C OTPOMHBIMH
CIIOKHOCTSIMU.
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Hy, sTo He Tak npocto, kak kaxercsa. Korma BarsMonster B CBOMX CTaThsiX paccKa3bIBaJl PO
paz00pKy MUKPOCXEM TaM CJIOU 3a CII0EM BHITPABIMBAIUCH CIIOM CXeMKH. [la u peBepc-
MH)XCHEPUTH TOT K€ CaMbli ITPOLECCOP — 3TO K€ MPAKTHYECKU HEBO3MOXKHO, YUUTHIBAs
COBPEMEHHBIE TEXITPOLIECCHI U CIOKHOCThH CXEM.
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He, TyT peub uaé€r o TOM, 4TO KTO-TO CIIPOEKTUPOBAJ CBOM CYBEPEHHBIN MPOLIECCOp, a
npou3BoACTBO oTAan B Kutail. Y 4To0bI TamM eMy 3akiafioK He HAaKUJAIU, MOKHO U TPOCBETHUTD.



CoO6CTBEHHO TPYIHOCTH BO3HUKAIOT, KOT/IAa HE 3HAEIIb YTO JOJDKHO OBITh. A KOTa cam
CIIPOEKTUPOBAJ, TO JOJKHO OBITh HE 0OYeHb TPy IHO. Ha koseHke — TpyaHo. Ho Ha KoJleHKe BB
U [IPOIIECCOP HE CIeIaeTe.
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Halt
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3akiiaziKka MOXKET OBITh CIpsiTaHa B HIDKHUX CIIOSIX MUKPOCXEMBL. UTO BaM TaCT MUKPOCKOTIHSI?
Jnist oOHapy>KeHHs HaJ0 CTPaBIMBATh BEpXHUE cllou. Brl Oyzaere 3T0 nenaTh ¢ TOTOBBIM
MPOIYKTOM M IMaKOBaTh KPUCTAIUIBI B Kopiryca camu? He roBopst y)ke 0 cepbe3HOM yIOpOKaHUH
BCEro mpoiiecca pa3paboTku 0e3 Kakux JIM0Oo rapaHTUi.
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Hy, xak BapaHT — MOKHO OTJaTh MUKPOCXEMY M3 IIEPBOM MAPTHH CIICIAATBHO 00YYEHHBIM
JFO/SIM, YTOOBI OHU IIPOCBETUIIM, CTPABHIIM M TOCMOTPEIIU. DTO, KOHEYHO, €CJIM OHO BOOOILE
HYKHO, TIOTOMY YTO €CJIH BHI JIeJIaeTe MPOIYKT, HALIEJICHHBI HA MACCOBBII PHIHOK, TO BaM, B
00111eM, JOJDKHO OBITh HAIJIEBATh HA 3aKJIAIKH.
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realscorp
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Knure, sxaure. Eciiu onieH-copcHBIi cOdT BBI e111e MOXkeTe coopaTh y ce0st 1oMa, TO XOThb
CKOJIbKO-HUOYAb CIIOKHOE KEeJIe30 MOKHO MPOU3BECTH U cOOPATh TOJIBKO Ha 3aBOJICKUX JINHUSAX,
IJie B HETO MOYKHO 3aJI0KUTh YXKe JII00YIO 3aKIIaJKy.
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semmaxim
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OtoT open hardware emé u mpou3BOAUTH KTO-TO AoJkeH. M He ¢akT, 4To B mporiecce
IPOM3BOJICTBA TaM KO€-Yero He MOSIBUTCS, HE MPEAYCMOTPEHHOE Crieln(UKaIUeH.
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ivlis
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IInuoHBI UCHOMNB3YIOT IIMUOHCKKE IITYYKU. UTO B 3TOM yIUBUTEIBHOI0? DTO K€ KaK pa3
n30upaTenbHast CIeKKa, COBEPIICHHO Oecrione3Has 6e3 0OBIYHOM OTepaTuBHOM pabOoTHI.



BoenHnble NCIIONB3YIOT OpyXkKee, a Bpadn Apesid U HUPKYJSIPHbIE Wbl BakeH He HHCTPYMEHT, a
L€ KOTOPBIE UM JTOCTUTAFOTCH.
0

Newarray
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Adurets! Moit BHYTpeHHHI XOMSIK HCXOAUT CIIOHON. XOTh OBl apy TPOUKY U3
BBIIIETIEPEUNCIIEHHOTO IOTPOTaTh i 00bE3IUTh.

P.S. Yuras mocT mouyBcTBOBaM ceOs peOSHKOM KOTOPOTO MPHUBENIM B Mara3uH U MOKa3alln
OTPOMHOE KOJTMYECTBO HOBBIX UTPOBBIX KOHCOJIEH M UTP K HUM... HO CKa3aJH TPOraTh pyKaMu
HEeTb3s :(
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vcs4
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A bl 3ato Jlany Kanuny BTOporo nokosjaeHus BbITyCTHIIN!
+4

neskey
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A 4YTO KOHKPETHO BBIITYCTUJIU, CAETIaIu cTosimero Ber?
0
igordata
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Cnepsa no6eiics? KapTuHodka ¢ carorom mnpuiiachk Obl BeCbMa KCTaTH. BOT TyT MOXHO
HaiiTy: lurkmore.to/CriepBa_no0etics
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Antares19
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xked.ru/1223/

Dwarf Fortress

0

realscorp
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A nasBanus-to kakue! Oqun Twisted Kilt yero crour.
+1

Ents
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VY AUBISIET YTO HET B CIIUCKE YCTPOMCTB CIEKKH 3a BeOKaMepaMu
0

bugin
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Ecnu 3agymartbest, TEOpeTHUECKH KO MHOTHUM U HallluM BoeHHbIM cekperam AHB mormo
HOJYYHUTb AOCTYI, UCHOJB3YsI 3TH MPUCIIOCOOICHHUS.

VYrpasneHne BOOPYKEHHEM UIET ¢ KOMIIOB HAIIETO IMPOU3BOJICTBA (M TO cllaBa 60ry) — 3TO
HOHATHO, HO Be/lb 0(popMIIeHHE JOKYMEHTOB, BCS 3Ta IITaOHas MMCaHUHA, TEX. IOKYMEHTalus,
NepenucKa U Ipoyee BeLyTcsl ¢ OOBIYHBIX KUTAHCKUX KOMIIOB TOJ1 yIPaBICHUEM BUHJIBI.

W BOT HHTEpECHO, KaK CKOPO 3TO BCE MOSBHUTCS B CBOOOHON MIPOaKe, KOTa 3TO HAUHYT
HCTIONB30BAaTh JJIsi OOBIYHOTO MPOM.IIITTHOHAXKA?

0

varrt

5 eBpans 2014 B 09:51
#

.

1

Beinyxnaen Bac oropuunrs.

VYnpasieHue BOOpyKeHUEM UAET, B OCHOBHOM, C OOBIYHBIX KOMIIOB. MHOI'M€ KOMIUIEKCHI
nepexBara, aHajIM3a U Impoyee 10 CUX Nop 1noja BuHaoi padorator. Tonbko rae-to ¢ 2010 navanu
BHenpsaTe MCBC, Hy s muunOo yBuaen, xotsa ¢ 2003 B Boiickax ObLI.

MCBC — 4ro-T0 HEBHATHOE Ha 06a3e JMHYKCa, [0 OIIyIIEeHHUIM, peaxata) [ mounoe n
HEey1000BapuMoe.

A MHOTrMe annapaTHo-IIporpaMMHbIE KOMIUIEKCHI U HE CMOTYT 0€3 BUH/BI paboTaTh, HIOTOMY
KaK HUKTO He OyJieT nepenucsiBath apaiisepa u [10 nmox mopasibHO ycTapeBIIUe XKele3KH... Tak
Y CTOUT, YTO €CTh.

XOT4 71 YCIOKOEHUS CKaxy, 4To Bc€ mpoxoauT KoHTposib PCTIK. Bee€ Brots 10 OC n
¢ueriex, KOTOpbIE YUTEHBI, M CAAI0TCA 1o pocnuch. Hy 1o kpaiiHei Mmepe Tak JOHKHO OBITh.
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A TIOTOM TOBapHIIl MaiOp PUHOCHUT M3 IOMA MY3bIKY Ha (UICIIKE, OJI0JKCHHOU y ChIHA... Bcé
’Ke€, BOSIKH — 3TO OCOOCHHEBIE JIIOJIH.
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HY 5 M HaImca, 9T0 TaKoro 110 UieH OBITh HE TO0JDKHO, M (DICIIKH BCE YUTEHHBIE. .. A

3T TurHUKH BCE 3TO MPOBEPSIIOT, YTOOBI HU Maiopbl (priexu He 1MoICOBBIBANIN, HU O0HIBI Ha B]]
TeneOHBI HE TTOAKIIIOYAIH. ..

Kak na camom gnene, s ymonay. Ckaxxy 4To MHOroe oT komanaupa u 30Pa 3aBucur.
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XKecTb... BeUaTIIsIeT Ha CaMOM JIeJie.

HNutepecno nouemy CHOyZieHaA 1O CUX MOP HE TPOXHYJINU? MOKET 3TO TPOCTO IE€MOHCTpaIUs
CWJIBI ¥ OHU CIICIIMATIBHO CIHB clenanu? Ycrpaiienue) Y crapesiiee 000pyoBaHHe, TaK
CKa3aTb, IPOJEMOHCTPUPOBAIIN)

A ceifuac anrpeii1 mpoBeAyT MO 3Ty JIABOUKY U TOrJa MOUAET HOBask BOJHA... CKaH MBICIEH,
MOHUTOP AMOITUH, aHAIU3ATOP MPEATMIOYTEHUHN, XOTS ATOT BPOJC YIKE €CTh)))
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Spetros, HETIOHITHO, B MapIIPyTU3aTOPBI U (PaepBOIIBI 3aKIIaIKH BCTPOCHBI Ha 3aBOJICKOM
craauu? [Toromy 4TO 5 HE TIPEACTABIIAIO ceOe, KaKUM 00pa30M TaKHe 3aKJIa KU MOKHO ObLIO ObI
BHEJIPUTH B y>K€ YCTAaHOBJICHHOE U paboTarolniee o0opyaoBaHue. S, COOCTBEHHO, PO ITUCKH H
JOKYHUTICPBI.
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"Bpar rocygapctsa", 1998 ron. XynokecTBEHHBIN BHIMBICE], KOHEYHO, HO. ..



